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Mobile Devices are Turning to Mainstream
Computing Devices

Number of tablet users worldwide from 2013 to 2021 (in billions)*
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Mobile Devices are Turning to Mainstream
Computing Devices (cont.)

Number of connected wearable devices
worldwide from 2016 to 2021 (in millions)



Mobile Devices are Turning to Mainstream
Computing Devices (cont.)

Internet of Things (IoT) connected devices



Mobile Devices are Increasingly Used for Critical
Applications

e Mobile devices are increasingly used to handle sensitive data
— Online banking
— Ecommerce
— Cryptocurrency/stock trading
— Naked photos

— A human rights worker collects evidence of atrocities in a region of oppression
— Etc.

e Security issues in mobile computing devices
— Confidentiality
— Integrity and recoverability
— Authentication
— Access control
— Malware detection and removal



How to Ensure Confidentiality of Data in
Mobile Devices

* Main-stream mobile devices usually integrate full disk encryption (FDE)
* FDE is available in Android phones since Android 3.0
* Since iPhone 3G S, Apple has consistently built 256-bit AES encryption into iOS devices.

* Other popular disk encryption tools: TrueCrypt/VeraCrypt, BitLocker (MicroSoft), FileVault
(Apple), LUKS



Disk Encryption Is Vulnerable to Coercive Attacks

e Disk encryption usually relies on symmetric encryption (relying on a secret key)
— AES
— 3DES

e Conventional encryption is vulnerable to a coercive attack

TELL ME YOUR KEY!!!




Plausible Deniable Encryption (PDE)

 Plausible Deniable Encryption (PDE) [Canetti et al., CRYPTO ’97]: a crypto primitive
designed for mitigating coercive attacks

* Disclose the decoy key
* Keep the true key secret
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Instantiate PDE In Cryptography
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Implementing PDE in Systems —
Steganographic File Systems

* Option 1:
* A few cover files in the systems, and the hidden file is an XOR of these cover

files

* Option 2:
* The file system is initially filled completely with blocks of random data. The
file blocks of the hidden file are hidden amongst this random data

A common limitation is, the hidden file may be over-written by the regular files, and we need to store a few redundant

copies across the disk.



Storage Architecture in a Mobile Device

Applications layer

Mobile file system layer

Block device layer

Flash memory layer
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EXT4, EXT3, EXT2, etc.
Implement system calls like
open, read, write, etc
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Research Problems

 How to incorporate PDE concept into real-world mobile devices to allow
the device’s owner to survive when facing coercive attacks?
* Smart phones (e.g., Android phones)
* Wearable devices (e.g., Android wear smart watches)

* What need to be achieved

e Security: provide deniability against a coercive adversary who can capture the device
owner and the device

* No deniability leakages in memory/external storage media
* Defend against a multiple-snapshot adversary

Multiple deniability levels: allow different levels of data protection
Fast mode switching: can fast switch to the hidden operating mode
Compatibility: compatible with different file systems

Efficiency: mobile devices are usually light-weight (limited computational power and
battery)

Etc.



The Efforts of My Research Group on Building
PDE Systems for Mobile Devices
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Paper Presentation

* On Implementing Deniable Storage Encryption for Mobile Devices

* Presented by Joe



On Implementing Deniable Storage
Encryption for Mobile Devices

Paper by: Adam Skillen, Mohammad Mannan

Presentation by: Joseph Muhle
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Goal and Motivation

For some data, encryption 1s not enough .
» . 0N RplY
Users can be “coerced” to disclosing key deponds on
combinnyg two

magecal Ingrechents

Need a way to hide data completely
3§ ANone, nesther
1idden data Dears 1 o . . : foremsic resistance
Hidden data appears no different than random bits o
E s denlability o*er
Adversary cannot prove existence of some plaintext data ofiectrve protecton

Foremsic Resistance

Need a scapegoat in emergencies

Provide decoy keys that produce reasonable but innocuous plaintexts

These are the 1deas behind Plausibly Deniable Encryption (PDE)
“Deniable encryption serves to undermine an attacker's confidence either that data is et ed, or that

the person in pos




Threat Model and Assumptions

This may be for » Adversary has
Human rights workers in areas of conflict < full knowledge of Mobiflage, but lacks key
Journalists some means of coercion
Citizens under oppressive regime % full access to phone (root access,
Phones must use default (or common) internal/external storage/etc.)
) _Q , No access to periodic snapshots of phone
Requires FAT32 SD card (physical or : A
simulated) ¢ Wireless Carrier and/or ISP
User’s phone is free of malware/viruses, * No direct access to phone’s Plausibly Deniable

and OS, Encryption (PDE) mode




Mobiflage Design

Phone has 2 operating modes
Standard — normal phone operation, acce

iata needs to be stored, acce

Hide volumes in empty space on external s
wom 1 .
= Encrypted Disk
reate 2 v : userdata (applicatio ettings), and
auxihary (d

1gent — Steganography or Hidden Volumes? mm
Steganography — hidden message inside another iInnocuous message

rauons




Mobiflage Design (Contd.)

® Entire phone encrypted with decoy key (keys generated from passwords)
® Then, additional filesystems created at different offsets on disk and encrypted with different
keys (in theory...)
Hidden among random noise
Offset based on password

» Offset must be generated and not stored

Exi1(Voly)||Ek2(Vola)||...|| Exkn(Voly)
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Mobiflage Design (Contd.)

vlen - # of 512-byte sectors on logical block storage device)

offset = 0.75 x vlen — (H(pwd||salt) mod (0.25 x vlen))

The generated olfset 1s greater than one hall and less than three quarters ol the disk

Hidden volume size is between 25-50% of total disk size

User should never fill standard-mode storage more than 50%

Note: User has no say in size of hidden vo es — once again, generated from password
Note: User has n y in size of hidden volum nce again, generated from password

» Users however can request some size (more on this in a bit)

FAT32 File system

= unused by Mobiflage = possible offset location = used by Mobiflage




Mobiflage Design (Contd.)

@ Usage of Mobiflage
User enables encryption PDE on phone
% This erases data on external storage
User enters decoy and true passwords
age creates hidden volumes and encrypts them

with no lows down

pre¢
User enters decoy password for day-to-day usage
standard mode
& Important to use standard mode — create a paper trail
User reboots and enters true password for PDE mode
cr docume take photos, use hidden apps, €ic
led from PDE mode

»cautions for PDE mode in a bt

Mobie Device

Midden Volume




Mobiflage Design (Contd.)

1) Boot device and Boot device and Mobile Device
enter decoy password nier true Password
U ap focter key

Mobile Device o PRKDF Xtocter koy, password)
(2) Unwrap fecter key with password Wt fads

\

PECDF 2 ey, password)

4) Cakcuiate hNaden offset

- AN _OMsan| pastwond)
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Outer Volume Random Bytes - i S) Uy offset hey
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Mobiflage Implementation

Not going to get super technical
Hidden volumes should be on F/

Extd 1s default for mobile devices internal s
defaul r external

Extd more compl
things across

If n

Ml AL i ad vobasss

passv

Svstem will attempt to mount volume

On fallure, system will search for file system at

from password
Success — mount userdata and external

Failure — prompt to reenter password




Mobiflage Implementation (Contd.) - Limitations

External FAT32 storage partition required (SD of eMMC) OR internal FAT32 partition
Hidden volume size random... kinda
Si1ze 1s dertved from user password (to avoid storing 1t)
Users can request a size, and system will iterate the hash unul close to requested size
Storage of 1terations not needed
system will try several hash offsets of password until filesystem is found (or max count 1s reached)
This can slow down boot process a bit
At time of writing, only one hidden volume offset is supported
No support for transferring files from standard mode to PDE mode
Adversary can just wipe confiscate device

Only 50% of SD can be safely used




Precautions against Colluding Carriers

rriers could be working with adversaries
s connected to wireless carrier

ween phone log and carrier’s

> go through en 1t was in PDF

such log and concludes user 1s hi

> should be 1in airplane mode with SIM card removed

nymous SIM wuld be used
ik

and phone info spoofed if connected to mobile
public Wi-Fiif you can. IP s r), or VPN should be

tworking) shouldn't be used unless under psecudonym

hiahotm




Sources of Compromise

® Pseudo Random Number Generators — disk
must appear as random data, stand up to
statistical analysis

Encryption Modes — Must be secure (duh)

Flash Storage — must be used with wear-
leveling mechanisms in place (finite
reads/writes)

Storage 1s not linear, old fragments of encrypted
data could be left behind

Adversary could use this to discover changes
made to the disk outside of usual decoy volume




Security Analysis

is are used for offset encryption key = user should have good password
Using a higher number of hash iterations helps slow down offline dictionary attacks

When Android devices need more RAM, it writes background app state data to userdata partition (rather than
ing RAM contents)

Not an 1ssue since userdata l‘.i"lllall]*- of modes are \In.‘[‘df.lll‘\';
Log files are not an issue, logs from standard mode are preserved, PDE mode logs are deleted
Caching is not an issue, in PDE mode we can use tem; ' filesystem cache
In the threat model, we assume the adversary doesn’t have access to past snapshots of the device
Multiple hidden volumes may be beneficial to the user if the user 10t be held indefinitely

fimite holding, advers




Performance Evaluation

Nexus S Moto Xoom
Internal Storage 1GB 32GB
External Storage 15GB eMMC SGBSD

Authors tested Mobiflage on Nexus S and
Motorola Xoom

» Compared results of

Capher-spec Key-length Speed (KB/'s) Speed reduction

No encryption (bits) Nexus S Xoom | Nexus S | Xoom
Unencrypted N/A SEB0L200 | 47072238

Android default encryption . __| | — |
AES-CBC-ESSIV 28 5550476 41681186
(Android 4 x
PDE AES-XTS Plaint SZERL60 | 39294146 | 10.07%
- d . (Mobflage)
Standard definition audio, video, and
mobile apps are not an issue NexusS | Moto Xoom

Std. Encryption |1 hrSmin |1 hr15 min
Mobiflage <2hr 2 hr 28 min

Blu-ray and very large apps could see




Thoughts

® This paper is relatively old
» 2013, using android 4.x (we are currently on android 11)
® Thorough in their methodology
Lots of technical details

® Threat model tips the scales to the adversary's benefit (better than being too lax)




Questions?

[[A CRYPTO NERD'S

IMAGINATION -

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR
CLOSTER TO CRACK \T.

NO GooD! IT'S
uoa6 -BIT RSAL

BASTL OUR }
EVIL PLAN

S FOILED! \E@%

WHAT WOoULD
ACTUVALLY HAPPEN:

HS LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS $5 WRENCH UNTIL
HE TEUS U5 THE PASSWORD.

\O ;or)ﬂ'.
)
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