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Malware
• Malware (a portmanteau for malicious software): any software 

intentionally designed to cause damage to a computer, server, client, or 
computer network
• By contrast, software that causes unintentional harm due to some deficiency is 

typically described as a software bug.
• A wide variety of malware types exist
• Computer viruses
• Worms
• Trojan horses
• Ransomware
• Spyware
• Adware
• Rootkit
• Backdoor
• Etc.



The Growth of Malware Recently



Ransomware
• Ransomware is a special type of malware: 
• infects a computer and restricts access to the computer and/or its files 
• asks for a ransom to be paid in order for the restriction to be removed

• Starting from around 2012, the use of ransomware scams has grown 
internationally.
• There were 181.5 million ransomware attacks in the first six months of 2018. 

This record marks a 229% increase over this same time frame in 2017.



Ransomware Attacks in 2020



Ransomware Attacks in 2020



Ransomware Propagation



Cast Study: WannaCry

Within a day the code was reported to have infected more than 
230,000 computers in over 150 countries

Propagated through EternalBlue, an exploit developed by the 
US National Security Agency (NSA) for older Windows systems
• Vulnerabilities in Windows Server Message Block (SMB) 

protocol
• NSA discovered the vulnerability, but used it to create an 

exploit for its own offensive work, rather than report it to 
Microsoft



Types of Ransomware

• Locker ransomware 
• Crypto ransomware



Locker Ransomware

• Lock the victim system

• Easy to be combat, since only the system is locked, but data remain intact



How to Combat Locker Ransomware?

• Observation: only the system is locked by the ransomware, but the 
data are stored intact

• Unplug the storage medium(e.g., hard drives, SSD drives, SD cards), 
plug the storage medium to a new computing device, and copy out 
the data

• Plug the storage device back to the device which has been locked, 
and re-install/initialize the system, then copy the data back



Crypto Ransomware
• The victim data are encrypted, and cannot be recovered 
if not able to obtain the key for decryption

• How does it work
• Symmetric encryption: the encryption and decryption are using the same key

• Good for ransomware: fast encryption 
• Bad for ransomware: the encryption key in plaintext needs to be distributed during 

encryption process, and can be easily leaked 

• Asymmetric encryption: use public key to encrypt, but private key to decrypt
• Good for ransomware: only need to distribute the public key during encryption process
• Bad for ransomware: the asymmetric encryption is expensive, and can be easily detected



How to Combat Ransomware

• Detection: detect the ransomware once it starts to work (focus of today)
• Detection needs to be fast enough so that ransomware can be blocked before it causes 

damages to the victim
• Rationale: ransomware has some sort of working patterns (e.g., the crypto-ransomware 

always needs to encrypt the victim’s data, and delete/ overwrite the original data)

• Recovery: if all the data encrypted by ransomware can guarantee to be 
recovered, ransomware would not be a problem (focus of Thursday)
• Obtaining the key: pay the ransom; extract the key in the victim system
• Backup

• Off-device backup: e.g., iCloud
• In-device backup: e.g., utilizing the out-of-place update property of flash memory, such that old data can 

be temporarily preserved
• Detection + recovery



A Little More on Ransomware Detection

• Crypto ransomware may be detected since it behaves differently from 
normal software and other types of malware
• Crypto ransomware usually encrypts a large amount of data in a short 

time, and over-writes the old data
• A large number of read access
• Expensive computation is required for a large amount of encryptions
• A large number of writes/over-writes in a short time

The most challenging issue is how to detect the crypto ransomware fastly, since the 
detection is time-sensitive



Paper Presentation

• UNVEIL: A Large-Scale, Automated Approach to Detecting 
Ransomware

• Presented by Soheil
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ğŪǏňƛŵŪŨğŪƯ͑ĐñŪ͑Ďğ͑ğñƣňşǖ͑ƯƛñĐśğė̢
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»łğ͑ƣğĐŵŪė͑Đŵƛğ͑ĐŵŨƘŵŪğŪƯ͑ŵĹ͑ÂuÙ0Ui͑ ňƣ͑
ñňŨğė͑ ñƯ͑ ėğƯğĐƯňŪĺ͑ ƣĐƛğğŪ͑ şŵĐśğƛ͑
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şñǖğƛƣ͑ñŪė͑ƛğƣŵƷƛĐğƣ̳

Ɣ HňŪėňŪĺ͑�ĐƯňǏğ͑sñşǐñƛğƣ
ż Ũŵėňǩğė͑ƣŵŨğ͑ƘñƛƯƣ͑ŵĹ͑ ƷĐśŵŵ͑Ưŵ͑Ũñśğ͑ňƯ͑Ũŵƛğ͑ƛğƣňşňğŪƯ͑Ưŵ͑ğŪǏňƛŵŪŨğŪƯñşşǖ͑ƣğŪƣňƯňǏğ͑ƣñŨƘşğƣ
ż �Ưłğƛ͑ñŪƯň̸ğǏñƣňŵŪ͑ŨğñƣƷƛğƣ͑Ưŵ͑şŵŵś͑Ũŵƛğ͑ƛğñşňƣƯňĐ̲͑͑ƣƷĐł͑ñƣ͑łñǏňŪĺ͑sƷşƯňƘşğ͑u»H®͑'ƛňǏğƣ̣͑U£͑

ñėėƛğƣƣ͑ĐłñŪĺňŪḷ́͑ğƯĐ̳

˭˲



½rÕ,QfȾ�śêŐǈƕĸƕȾ,śǁĸƎŧśřĔśơȾ¡ƎĔƋêƎêơĸŧś

»łğǖ͑ğǏñşƷñƯğė͑ÂuÙ0Ui͑ƷƣňŪĺ͑˱˲͑Ùsƣ͑ƛƷŪŪňŪĺ͑ÚňŪėŵǐƣ͑ß£͑®£˯͑ŵŪ͑ñ͑IñŪğƯň͑ĐşƷƣƯğƛ͑Ďñƣğė͑
ŵŪ͑ÂĎƷŪƯƷ͑˭˰̢ˬ˰͑i»®̢͑Úłňşğ͑ÚňŪėŵǐƣ͑ß£͑ňƣ͑ŪŵƯ͑ƛğƚƷňƛğė͑Ďǖ͑ÂuÙ0Uị͑ňƯ͑ǐñƣ͑ĐłŵƣğŪ͑ĎğĐñƷƣğ͑
ňƯ͑ňƣ͑ǐğşş̸ƣƷƘƘŵƛƯğė͑Ďǖ͑ ƷĐśŵŵ͑ƣñŪėĎŵǕ̢͑

0ñĐł͑Ùs͑łñė͑ŨƷşƯňƘşğ͑u»H®͑ėƛňǏğƣ̢͑»łğǖ͑Ưŵŵś͑ñŪƯňğǏñƣňŵŪ͑ŨğñƣƷƛğƣ͑ñĺñňŪƣƯ͑ƘŵƘƷşñƛ͑ƯƛňĐśƣ͑
ƣƷĐł͑ñƣ͑ĐłñŪĺňŪĺ͑Ưłğ͑U£͑ñėėƛğƣƣ͑ƛñŪĺğ͑ñŪė͑Ưłğ͑s� ͑ñėėƛğƣƣğƣ͑ŵĹ͑Ưłğ͑Ùsƣ͑Ưŵ͑ƘƛğǏğŪƯ͑Ưłğ͑
Ùsƣ͑ĹƛŵŨ͑ĎğňŪĺ͑ǩŪĺğƛƘƛňŪƯğė͑Ďǖ͑Ũñşǐñƛğ͑ñƷƯłŵƛƣ̢͑

˭˳



,ǁêŐƨêơĸŧś

˭̳ 'ğƯğĐƯňŪĺ͑śŪŵǐŪ͑ƛñŪƣŵŨǐñƛğ͑ƣñŨƘşğƣ
ż  ŵşşğĐƯňŪĺ͑;˯˱ˬˬ͑ƛñŪƣŵŨǐñƛğ͑ĹƛŵŨ͑ƘƷĎşňĐ͑ƛğƘẉ̂͑�ŪƷĎňƣ̣͑Ưǐŵ͑ƣğĐƷƛňƯǖ͑ĐŵŨƘñŪňğƣ̢
ż ͑˭˰˵͑ĎğŪňĺŪ͑ğǕğĐƷƯñĎşğƣ͑ňŪĐşƷėňŪĺ͑ƛñŪƣŵŨǐñƛğ̸şňśğ͑ĎğłñǏňŵƛ̢
ż ͑˯˰˴͑Ũñşǐñƛğ͑ƣñŨƘşğƣ͑ĹƛŵŨ͑˯˲͑Ũñşǐñƛğ͑ĹñŨňşňğƣ͑

˭˴



,ǁêŐƨêơĸŧś

ˮ̳ 0ǏñşƷñƯňŵŪ͑ÂuÙ0Ui͑ǐňƯł͑ƷŪśŪŵǐŪ͑ƣñŨƘşğƣ

ż »łğ͑ňŪĐŵŨňŪĺ͑ƣñŨƘşğƣ͑ǐğƛğ͑ñĐƚƷňƛğė͑ĹƛŵŨ͑Ưłğ͑ėñňşǖ͑Ũñşǐñƛğ͑Ĺğğė͑ƘƛŵǏňėğė͑Ďǖ͑�ŪƷĎňƣ͑
ĹƛŵŨ͑sñƛĐł͑˭˴͑Ưŵ͑HğĎƛƷñƛǖ͑˭ˮ̣͑ˮˬ˭˲̢

ż »łğ͑ėñƯñƣğƯ͑ĐŵŪƯñňŪğė͑˭˰˴̣ˮˮ˯͑ėňƣƯňŪĐƯ͑ƣñŨƘşğƣ̢͑

˭˵



,ǁêŐƨêơĸŧś

ˮˬ

ˮ̳ 0ǏñşƷñƯňŵŪ͑ÂuÙ0Ui͑ǐňƯł͑ƷŪśŪŵǐŪ͑ƣñŨƘşğƣ

Ù»͑ͶͶ͑ÙňƛƷƣ»ŵƯñş



,ǁêŐƨêơĸŧśȾȾȮCĸśêŐȾ¤ĔƕƨŐơƕȯ

ˮ˭



,ǁêŐƨêơĸŧś

1HZ�&DVH�6WXG\�W\SH�RI�5DQVRPZDUH�
�$XWRPDWHG�'HWHFWLRQ�2I�D�1HZ�
5DQVRPZDUH�)DPLO\�

'ƷƛňŪĺ͑Ưłğ͑ğǕƘğƛňŨğŪƯƣ̣͑Ưłğǖ͑ėňƣĐŵǏğƛğė͑ñ͑Ūğǐ͑
Ũñşǐñƛğ͑ĹñŨňşǖ͑ŪñŨğė͑͂®ňşğŪƯ ƛǖƘƯ̤̓

ñŪñşǖƣňƣ͑ĐŵŪĐşƷėğė͑ƯłñƯ͑Ưłğ͑ŨñşňĐňŵƷƣ͑ñĐƯňǏňƯǖ͑ňƣ͑
ƣƯñƛƯğė͑ŵŪşǖ͑ňĹ͑Ʒƣğƛ͑ñĐƯňǏňƯǖ͑ňƣ͑ėğƯğĐƯğė̢͑ÂŪşňśğ͑
ŵƯłğƛ͑ƛñŪƣŵŨǐñƛğ͑ƣñŨƘşğƣ͑ƯłñƯ͑ňŨŨğėňñƯğşǖ͑
ñƯƯñĐś͑ñ͑ǏňĐƯňŨͅƣ͑ǩşğƣ͑ǐłğŪ͑Ưłğǖ͑ñƛğ͑ğǕğĐƷƯğė̢

ˮˮ



%ĸƕćƨƕƕĸŧśȾêśĎȾfĸřĸơêơĸŧśƕ

Ɣ »łğ͑ğǏñşƷñƯňŵŪ͑ƣğĐƯňŵŪ͑ėğŨŵŪƣƯƛñƯğƣ͑ƯłñƯ͑ÂuÙ0Ui͑ñĐłňğǏğƣ͑ĺŵŵẹ̇͑ƘƛñĐƯňĐñş̣͑ñŪė͑ƷƣğĹƷş͑
ėğƯğĐƯňŵŪ͑ƛğƣƷşƯƣ͑ŵŪ͑ñ͑şñƛĺğ̣͑ƛğñş̸ǐŵƛşė͑ėñƯñƣğƯ͑ĐŵŨƘñƛğ͑ǐňƯł͑ñ͑şŵƯ͑ŵĹ͑ŵƯłğƛ͑ñėǏñŪĐğė͑
�Ù͑ƣĐñŪŪğƛ̢

Ɣ �ŪŵƯłğƛ͑ƘŵƣƣňĎňşňƯǖ͑ňƣ͑ƯłñƯ͑ñ͑Ũñşǐñƛğ͑ŨňĺłƯ͑ŵŪşǖ͑ğŪĐƛǖƘƯ͑ñ͑ƣƘğĐňǩĐ͑ƘñƛƯ͑ŵĹ͑ñ͑ǩşğ͑ňŪƣƯğñė͑
ŵĹ͑ ñĺĺƛğƣƣňǏğşǖ͑ ğŪĐƛǖƘƯňŪĺ͑ Ưłğ͑ ğŪƯňƛğ͑ ǩşğ̣͑ ŵƛ͑ ƣňŨƘşǖ͑ ƣłƷĹǪğ͑ Ưłğ͑ ǩşğ͑ ĐŵŪƯğŪƯ͑ ƷƣňŪĺ͑ ñ͑
ƣƘğĐňǩĐ͑ƘñƯƯğƛŪ͑ƯłñƯ͑Ũñśğƣ͑Ưłğ͑ǩşğƣ͑ƷŪƛğñėñĎşğ̢

Ɣ  şğñƛşụ̈̄͑Ưłğƛğ͑ňƣ͑ñşǐñǖƣ͑Ưłğ͑ƘŵƣƣňĎňşňƯǖ͑ƯłñƯ͑ñŪ͑ñƯƯñĐśğƛ͑ǐňşş͑Ďğ͑ñĎşğ͑Ưŵ͑ǩŪĺğƛƘƛňŪƯ͑Ưłğ͑
ėǖŪñŨňĐ͑ ñŪñşǖƣňƣ͑ ğŪǏňƛŵŪŨğŪƯ̢͑ Hŵƛ͑ ğǕñŨƘşğ̣͑ ƣƯñşşňŪĺ͑ Đŵėğ͑ łñƣ͑ ĎğĐŵŨğ͑ ňŪĐƛğñƣňŪĺşǖ͑
ƘŵƘƷşñƛ͑ Ưŵ͑ ƘƛğǏğŪƯ͑ Ưłğ͑ ėǖŪñŨňĐ͑ ñŪñşǖƣňƣ͑ ŵĹ͑ ñ͑ ƣñŨƘşğ̢͑ ®ƷĐł͑ Đŵėğ͑ Ưñśğƣ͑ şŵŪĺğƛ͑ Ưŵ͑
ğǕğĐƷƯğ͑ ňŪ͑ ñ͑ ǏňƛƯƷñş͑ ğŪǏňƛŵŪŨğŪỰ͑ ƘƛğǏğŪƯňŪĺ͑ ğǕğĐƷƯňŵŪ͑ ĹƛŵŨ͑ ĐŵŨƘşğƯňŪĺ͑ ėƷƛňŪĺ͑ ñŪ͑
ñŪñşǖƣňƣ̢ ˮ˯



«ơêơĸćȾêśĎȾ%ǈśêřĸćȾ�śêŐǈƕĔƕȾ,ǇƋŐêĸśĔĎ

�� 6WDWLF�DQDO\VLV�LV�SHUIRUPHG�LQ�D�QRQ�UXQWLPH�HQYLURQPHQW��6WDWLF�DSSOLFDWLRQ�VHFXULW\�WHVWLQJ�
�6$67��LV�D�WHVWLQJ�SURFHVV�WKDW�ORRNV�DW�WKH�DSSOLFDWLRQ�IURP�WKH�LQVLGH�RXW��7KLV�WHVW�SURFHVV�
LV�SHUIRUPHG�ZLWKRXW�H[HFXWLQJ�WKH�SURJUDP��EXW�UDWKHU�E\�H[DPLQLQJ�WKH�VRXUFH�FRGH��E\WH�
FRGH�RU�DSSOLFDWLRQ�ELQDULHV�IRU�VLJQV�RI�VHFXULW\�YXOQHUDELOLWLHV�

�� '\QDPLF�DSSOLFDWLRQ�VHFXULW\�WHVWLQJ��'$67��ORRNV�DW�WKH�DSSOLFDWLRQ�IURP�WKH�RXWVLGH�LQ�²�E\�
H[DPLQLQJ�LW�LQ�LWV�UXQQLQJ�VWDWH�DQG�WU\LQJ�WR�PDQLSXODWH�LW�LQ�RUGHU�WR�GLVFRYHU�VHFXULW\�
YXOQHUDELOLWLHV��7KH�G\QDPLF�WHVW�VLPXODWHV�DWWDFNV�DJDLQVW�D�ZHE�DSSOLFDWLRQ�DQG�DQDO\]HV�WKH�
DSSOLFDWLRQ¶V�UHDFWLRQV��GHWHUPLQLQJ�ZKHWKHU�LW�LV�YXOQHUDEOH�

ˮ˰



�ŧśćŐƨƕĸŧśȾêśĎȾpǈȾCĸśêŐȾ¸ĴŧƨĭĴơƕ

Ɣ ¦ñŪƣŵŨǐñƛğ͑ňƣ͑ñ͑ƣğƛňŵƷƣ͑ƯłƛğñƯ̢

Ɣ ÂuÙ0Ui͑ňŪƯƛŵėƷĐğƣ͑ĐŵŪĐƛğƯğ͑Ũŵėğşƣ͑Ưŵ͑ėğƯğĐƯ͑¦ñŪƣŵŨǐñƛğ̢

Ɣ 'ğƯğĐƯňŪĺ͑ñŪ͑ƷŪśŪŵǐŪ͑ĹñŨňşǖ͑ƣłŵǐƣ͑ƯłñƯ͑Ưłğ͑ƣŵşƷƯňŵŪƣ͑ñƛğ͑ƷƣğĹƷş͑ňŪ͑ƘƛñĐƯňĐğ̢͑

Ɣ IƛğñƯ͑eŵĎ͑ƛğĺñƛėňŪĺ͑Ưłğ͑ňŨƘŵƛƯñŪĐğ͑ŵĹ͑Ưłňƣ͑ǐŵƛś͑ñŪė͑ƛñŪƣŵŨǐñƛğ̢

Ɣ U͑ƯłňŪś͑®ĐƛğğŪ͑iŵĐśğƛƣ͑ėğƯğĐƯňŵŪ͑ĐñŪ͑Ďğ͑Ǐğƛǖ͑ŨƷĐł͑ňŨƘƛŵǏğė͑ǐňƯł͑sñĐłňŪğ͑iğñƛŪňŪĺ͑
ñŪė͑'ğğƘ͑ iğñƛŪňŪĺ͑ ñşĺŵƛňƯłŨƣ͑ ƛñƯłğƛ͑ ƯłñŪ͑ŨŵƣƯşǖ͑ ƘƷƛğ͑ ñşĺŵƛňƯłŨƣ̢͑ ̲�Ūğ͑ ğǕñŨƘşğ͑
ĐñŪ͑Ďğ͑ƯƛñŪƣƘñƛğŪĐǖ͑ňƣƣƷğ͑ŵĹ͑Ưłğ͑ƛñŪƣŵŨǐñƛğ͑ñƘƘ͑ŵŪ͑Ưłğ͑ėğƣśƯŵƘ̳

Ɣ U͑ñşƣŵ͑ƯłňŪś͑Ưłğ͑ñƷƯłŵƛ͑ñşƣŵ͑ĐŵƷşė͑ƘƷƯ͑Ũŵƛğ͑ğĹĹŵƛƯ͑ňŪƯŵ͑Ưłğ͑ĐłñŪĺğƣ͑ňŪ͑Ưłğ͑ğŪƯƛŵƘǖ͑ŵĹ͑
Ưłğ͑ǩşğ͑Ưŵ͑ėğƯğĐƯ͑ƛñŪƣŵŨǐñƛğ͑ňŪ͑ñėėňƯňŵŪ͑Ưŵ͑ĐłğĐśňŪĺ͑ǩşğ͑ƣǖƣƯğŨ͑ŨŵŪňƯŵƛňŪĺ̢̢̢

ˮ˱



£ƨĔƕơĸŧśƕȡ

ˮ˲



¤ĔĬĔƎĔśćĔƕ

�� łƯƯƘƣ̤̯̯ǐǐǐ̢śğğƘŪğƯşñĎƣ̢ĐŵŨ̯ƯŵƘ̸˭˭̸ƛñŪƣŵŨǐñƛğ̸ñƯƯñĐśƣ̸ňŪ̸ˮˬˮˬ̸ˮˬˮ˭̯

ˮ̢ �͑iñƛĺğ̸®Đñşğ̣͑�ƷƯŵŨñƯğė͑�ƘƘƛŵñĐł͑Ưŵ͑'ğƯğĐƯňŪĺ͑¦ñŪƣŵŨǐñƛğ͑�ŨňŪ͑głñƛƛñạ̇̄͑®ñŘŘñė͑�ƛƣłñẹ̇͑ ŵşşňŪ͑
sƷşşňŪğƛ̣͑ÚňşşňñŨ͑¦ŵĎğƛƯƣŵỤ̄͑0ŪĺňŪ͑gňƛėñ͑

˯̢ ®ňşğŪƯ ƛǖƘƯ̤͑�͑Ūğǐ͑ƛñŪƣŵŨǐñƛğ͑ĹñŨňşǖ̢͑łƯƯƘƣ̤̯̯͑ǐǐǐ̢ǖŵƷƯƷĎğ̢ĐŵŨ̯ǐñƯĐł̩ǏͶƚň�®g�˰�sĐṣ́͑ˮˬ˭˲̢

˰̢ łƯƯƘƣ̤̯̯ğŪ̢ǐňśňƘğėňñ̢ŵƛĺ̯ǐňśň̯ÚñŪŪñ ƛǖ̿ƛñŪƣŵŨǐñƛğ̿ñƯƯñĐś

˱̢ gP�¦¦�ẹ̈͑�̢̣͑¦��0¦»®�ụ͑Ụ̢́͑��ië�¦�»»Ụ͑'̢̣͑�UiI0̣͑ị̢͑�u'͑gU¦'�̣͑0̢͑ ƷƯƯňŪĺ͑Ưłğ͑IŵƛėňñŪ͑gŪŵƯ̤͑�͑
iŵŵś͑ÂŪėğƛ͑Ưłğ͑Pŵŵė͑ŵĹ͑¦ñŪƣŵŨǐñƛğ͑�ƯƯñĐśƣ̢͑UŪ͑ ŵŪĹğƛğŪĐğ͑ŵŪ͑'ğƯğĐƯňŵŪ͑ŵĹ͑UŪƯƛƷƣňŵŪƣ͑ñŪė͑sñşǐñƛğ͑ΐ͑
ÙƷşŪğƛñĎňşňƯǖ͑�ƣƣğƣƣŨğŪƯ̲͑'UsÙ�̳̲͑ˬ˳͑ˮˬ˭˱̢̳

˲̢ łƯƯƘƣ̤̯̯ǐǐǐ̢ǏğƛñĐŵėğ̢ĐŵŨ̯Ďşŵĺ̯ƣğĐƷƛğ̸ėğǏğşŵƘŨğŪƯ̯ƣƯñƯňĐ̸ƯğƣƯňŪĺ̸Ǐƣ̸ėǖŪñŨňĐ̸ƯğƣƯňŪĺ

ˮ˳

https://www.google.com/url?q=https://www.keepnetlabs.com/top-11-ransomware-attacks-in-2020-2021/&sa=D&source=editors&ust=1615915446115000&usg=AOvVaw1UAs80lByBuU-LSZ-EKPh7
https://www.google.com/url?q=https://en.wikipedia.org/wiki/WannaCry_ransomware_attack&sa=D&source=editors&ust=1615915446115000&usg=AOvVaw1IuD1BLsFx6FaAu98MLmWD

