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Malware

* Malware (a portmanteau for malicious software): any software
intentionally designed to cause damage to a computer, server, client, or
computer network

* By contrast, software that causes unintentional harm due to some deficiency is
typically described as a software bug.

* A wide variety of malware types exist
* Computer viruses
* Worms
* Trojan horses
* Ransomware
* Spyware
 Adware
Rootkit
Backdoor
Etc.




The Growth of Malware Recently
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Ransomware

 Ransomware is a special type of malware:
* infects a computer and restricts access to the computer and/or its files
* asks for a ransom to be paid in order for the restriction to be removed

e Starting from around 2012, the use of ransomware scams has grown
internationally.

e There were 181.5 million ransomware attacks in the first six months of 2018.
This record marks a 229% increase over this same time frame in 2017.




Ransomware Attacks in 2020-2021

Ransomware volume through the first three quarters of > Through September 2021, SonicWall Capture Labs recorded
2021 has spiked 148% year-to-date. more than 495 million ransomware attempts globally.
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Ransomware
Attacks by Sectors

The Industries Most Affected
by Ransomware

Number of publicized ransomware attacks
worldwide by sector in 2021"

Government _ 47
Education _ ==
Healthcare _ 33
Services _ 2
Technology _ 27
Manufacturing _ 22
Retail _ 13
Finance - 9 Yo change

+250
* As of Nov 1, 2021 7 +25%
Source: Blackfog -
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Total publicized
ransomware attacks YTD
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Percentage of Organization Victimized by
Ransomware Attacks

Percentage of organizations victimized by ransomware attacks worldwide from 2018

to 2021
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Ransomware Attacks by Countries

Ransomware Attacks by Country
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Data are for year 2020



Ransomware Propagation

TRAFFIC DISTRIBUTION SYSTEM MALVERTISEMENT

SOCIAL ENGINEERING DATA BREACH

SPAM EMAIL BOT INFECTION
DOWNLOADER SMS MESSAGE



Cast Study: WannaCry

https://www.theregister.co.uk/2017/05/13/wannacrypt_ransomware_worm/
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Security

74 countries hit by NSA-powered
WannaCrypt ransomware backdoor:
Emergency fixes emitted by Microsoft
for WinXP+

All you need to know — from ports to samples

By lain Thomson in San Francisco 13 May 2017 at 00:16 413[) SHARE Y
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. ‘What Happened to My Computer?
Your bnportant flles are sncrypted
' [Many of your documents, photos, videos, databases and other flles are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
your time. Nobody our files without

Can | Recover My Files?
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Propagated through EternalBlue, an exploit developed by the

US National Security Agency (NSA) for older Windows systems

* Vulnerabilities in Windows Server Message Block (SMB)
protocol

* NSA discovered the vulnerability, but used it to create an
exploit for its own offensive work, rather than report it to
Microsoft

Countries hit in initial hours of cyber-attack

UK: 48 NHS Russia: Country's
organisations interior ministry
US: Delivery company ~ disrupted reported 1,000 of its

computers infected

FedEx affected

France: Some Renault
factories had to stop
production- ‘

and gas
companies
struck

*Map shows countries affected in first few hours of cyber-attack, according to
Kaspersky Lab research, as well as Australia, Sweden and Noway, where incidents
have been reported since

Source: Kaspersky Lab's Global Research & Analysis Team
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Within a day the code was reported to have infected more than
230,000 computers in over 150 countries



Types of Ransomware

* Locker ransomware
* Crypto ransomware

LOCKER RANSOMWARE

RYPTO RANSOMWARE

Your computer has been loc
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USS$300 “FEE”




Locker Ransomware

* I_O C k t h e VI Ct I m Syste m This operating system is locked due to the violation of the federal laws of

the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

To unlock the computer you are obliged to pay a fine of $200.

You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through

To pay the fine, you should enter the digits resulting code, which is
located on the back of your in the payment form and press
OK (if you have several codes, enter them one after the other and press
0K).

* Easy to be combat, since only the system is locked, but data remain intact



How to Combat Locker Ransomware?

* Observation: only the system is locked by the ransomware, but the
data are stored intact

* Unplug the storage medium(e.g., hard drives, SSD drives, SD cards),
plug the storage medium to a new computing device, and copy out
the data

* Plug the storage device back to the device which has been locked,
and re-install/initialize the system, then copy the data back
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Crypto Ransomware

* The victim data are encrypted, and cannot be recovered
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 How does it work
* Symmetric encryption: the encryption and decryption are using the same key

* Good for ransomware: fast encryption

* Bad for ransomware: the encryption key in plaintext needs to be distributed during
encryption process, and can be easily leaked

* Asymmetric encryption: use public key to encrypt, but private key to decrypt

* Good for ransomware: only need to distribute the public key during encryption process
* Bad for ransomware: the asymmetric encryption is expensive, and can be easily detected



How to Combat Ransomware

e Detection: detect the ransomware once it starts to work (focus of today)

* Detection needs to be fast enough so that ransomware can be blocked before it causes
damages to the victim

* Rationale: ransomware has some sort of working patterns (e.g., the crypto-ransomware
always needs to encrypt the victim’s data, and delete/ overwrite the original data)

* Recovery: if all the data encrypted by ransomware can guarantee to be
recovered, ransomware would not be a problem (focus of Thursday)
* Obtaining the key: pay the ransom; extract the key in the victim system
* Backup
e Off-device backup: e.g., iCloud

* In-device backup: e.g., utilizing the out-of-place update property of flash memory, such that old data can
be temporarily preserved

* Detection + recovery



A Little More on Ransomware Detection

* Crypto ransomware may be detected since it behaves differently from
normal software and other types of malware

* Crypto ransomware usually encrypts a large amount of data in a short
time, and over-writes the old data
* Alarge number of read access
* Expensive computation is required for a large amount of encryptions
* Alarge number of writes/over-writes in a short time

The most challenging issue is how to detect the crypto ransomware as fast as
possible, since the detection is time-sensitive



Paper Presentation

* UNVEIL: A Large-Scale, Automated Approach to Detecting
Ransomware

* Presented by Charles Warren



