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Abstract. Outsourcing data to the decentralized cloud has faced signif-
icant security concerns. The storage peers might be infected by malware,
or motivated by other means to arbitrarily manipulate data. Most cur-
rent decentralized cloud storage system designs rely on a blockchain to
implement auditing via smart contracts and rely purely on storing redun-
dant data across peers to repair corruptions. This results in significant
overhead for executing the smart contracts, as well as substantial band-
width consumption for performing repairs over time.

This work has introduced HiDCS, a Hardware-assisted integrity-assured
Decentralized Cloud Storage system. HiDCS relies on two trusted com-
ponents: 1) trusted execution environment which is a secure area of the
processor, and 2) flash translation layer which is the firmware encapsu-
lated in the flash storage hardware. Using these two components, HiDCS
enables self-audit, while also explicitly preventing both outsourcing and
generation attacks. Additionally, HIDCS enables self-repair, which at-
tempts to fix corrupted data using only local resources, thereby elimi-
nating the significant communication overhead typically associated with
repairs over time. Security analysis and experimental evaluation justify
the fact that HIDCS can ensure the reliability of outsourced data in the
decentralized cloud with minimal performance impact.
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1 Introduction

Cloud storage allows data owners to outsource their data to cloud providers,
releasing their burden on both data storage and management. There are two
distinct cloud storage models that have been widely used today, namely a cen-
tralized and a decentralized model. The centralized model was the first to be
implemented on a large scale. Under this model, the cloud service provider is a
centralized entity (e.g. Dropbox, Google Drive, and Amazon S3) that maintains
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a dedicated storage infrastructure, which typically consists of multiple data cen-
ters in different geographic locations. This model has some inherent limitations.
For example, the low number of data centers may result in speed limitations
for clients distant from the servers and significant data inaccessibility during
outages; the storage cost could be higher due to the required maintenance of
expensive dedicated resources at scale. In contrast, the decentralized model fea-
tures a collective infrastructure formed by a distributed network of autonomous
storage servers, commonly known as “peers”. Anyone can join as a storage peer,
providing storage resources to the network for a reward. Using spare resources
in storage peers can reduce the need to maintain an expensive dedicated stor-
age infrastructure, thus reducing the cost of using cloud storage [2]. In addition,
a client has the ability to distribute data redundantly among multiple peers,
selected based on the reliability metrics such as uptime. This enhances the re-
silience of the decentralized model, as data loss would require the simultaneous
failure of multiple peers. Mainstream decentralized cloud providers include File-
coin [51], Storj [61], Sia [63], etc.

When outsourcing data to a cloud storage system, the client typically re-
quires the assurance that the data are always intact and available. The need to
provide a mechanism for this assurance has been extensively demonstrated [46,
45,58, 62], which has resulted in many different data integrity schemes. However,
in conventional centralized cloud systems, data centers are run by reputable en-
tities such as Amazon, Microsoft, Google, who strictly follow their service level
agreements (SLAs [8]) and are very unlikely to perform malicious behaviors.
In the decentralized model, this data integrity problem is even more essential,
as data are stored in heterogeneous storage peers which are less reputable and
reliable, and may behave arbitrarily. For example, an economically motivated
storage peer may discard data that are rarely accessed so that storage space can
be reclaimed and resold [11]. Additionally, the operating system (OS) of a storage
peer can be compromised by a remote hacker, who may arbitrarily manipulate
the stored data to affect business processes, organizational understanding, and
decision-making. Therefore, such a data integrity problem is of critical impor-
tance for the wide deployment of decentralized cloud storage systems.

The data integrity issue has been extensively investigated in the centralized
cloud, assuming the existence of a trusted verifier (e.g., the client or a trusted
third party) that can periodically check the integrity of data outsourced to a data
center [11,43,10,59]. Once the verifier finds any corrupted data, it will repair
them [31, 16, 20]. In a decentralized environment, this trusted verifier isn’t inher-
ently available. Consequently, existing designs [34, 51,44, 63,67] use blockchain
to create the trusted verifier. A typical approach is to deploy a smart contract
which is responsible for checking data integrity. The trustiness of the smart con-
tract is ensured by its immutability, and the robust consensus mechanism at
the core of the blockchain. Unfortunately, this blockchain-based approach suf-
fers from a few drawbacks. First, it is highly inefficient. Transactions and smart
contracts are stored, run, and verified by each miner on the blockchain [17].
This introduces a very large overhead in both computation and storage, and



requires frequent coordination between peers. Second, it is highly inflexible. A
smart contract, once committed to the blockchain, cannot be updated due to its
immutability. This implies that the checking and repairing functionality cannot
be updated once it is built and committed to the chain.

This work investigates a new design that can maintain the integrity and
reliability of data outsourced to a decentralized cloud, without depending on
blockchain and smart contracts. Our design overcomes the problem of distrust by
leveraging two trusted components: 1) Trusted Execution Environment (TEE):
Many modern processors are equipped with TEEs such as Intel SGX and AMD
SEV. The TEE enables a critical application to run within an isolated memory
area, so that critical data and execution can remain protected even if the oper-
ating system is compromised. 2) Flash Translation Layer (FTL): The FTL is a
firmware layer built into mainstream solid state drives, an increasingly popular
flash memory medium that has occupied more than half of the external storage
market since 2021 [6]. The FTL is isolated from the OS by the storage hardware,
so that even if the OS is compromised, the FTL can remain intact.

Our resultant design is a Hardware-assisted integrity-assured Decentralized
Cloud Storage system (HiDCS). This is the first design of a decentralized cloud
storage system capable of continuously ensuring the integrity and reliability of
outsourced data, with almost no communication between storage peers. At its
core, HiDCS leverages TEE and FTL, and develops two innovative functions:
self-audit and self-repair.

Self-audit. Towards designing a secure decentralized cloud system, we first need
an auditor who can periodically check the integrity of the outsourced data. We
establish this trusted auditor using the TEE equipped within each peer. Such
a self-auditing design releases the burden on the data owner and eliminates un-
necessary external communication during the audit. In addition, we use a spot
checking technique [11,43] to keep the auditing process light-weight, which ran-
domly checks a small subset of the entire data during each audit. Although
efficient, its probabilistic nature makes it susceptible to outsourcing and gener-
ation attacks [14], in which the adversary can retrieve or regenerate challenged
data on the fly to pass the integrity check without possessing actual data. For
the first time, we effectively address these attacks by collaborating the TEE and
FTL. Our key insight is that the trusted FTL directly manages the low-layer
data storage. By involving the FTL during the integrity check, the auditor can
easily detect whether the challenged data are retrieved from local storage or not,
essentially mitigating the outsourcing / generation attacks.

Self-repair. Once the corruptions are detected, the next step would be to quickly
repair them. Existing works [31,16,20] rely on redundant data distributed to
other storage servers to repair. This will lead to substantial consumption of
communication bandwidth over time. In contrast, we propose a novel self-repair
mechanism, aiming to repair corruptions while relying on the resources avail-
able in the local peer. Although spot-checking is efficient, it only detects large
corruptions due to its probabilistic nature [11]. We therefore propose two repair



strategies: one for large corruptions that spot-checking can detect, and another
for small corruptions that spot-checking cannot detect reliably.

1) Upon detecting a large corruption using spot checking, we will repair it by
exploiting the hardware nature of flash memory. Our key observation is that, to
accommodate the special hardware nature of flash memory, the FTL typically
performs out-of-place updates. Therefore, a large corruption attack conducted
by the adversary can only invalidate rather than delete the original flash memory
data. Therefore, by manipulating the garbage collection policy implemented by
the FTL, these data can be preserved until corruption is detected. Repairing
detected corruptions can be performed efficiently by rolling back the original
data before they are permanently deleted.

2) For small corruptions that remain undetected by spot checks, we can mit-
igate them by encoding outsourced data using error correction codes (ECC).
This enables the restoration of small corruptions upon retrieving data from the
peer. However, applying the ECC is not straightforward in a cloud peer with an
untrusted operating system. Applying a single ECC to all data will work, but it
is highly inefficient for both encoding and decoding [30]. An efficient alternative
would be to divide all the data into smaller “stripes” and apply an ECC to each
“stripe”, generating a separate code word for each one. However, this is vulner-
able to a small corruption attack in which the adversary can simply corrupt a
few symbols in a code word, rendering the code word undecodable. Such a small
corruption is hard to detect via spot checking and will likely go unrepaired.
Fortunately, this small-corruption attack is only possible when the adversary
can discover the association between the symbols and the corresponding code
word. Therefore, to prevent this attack, we can randomize the association using
a secret key only known to TEE and FTL. Additionally, we must prevent the un-
trusted OS from learning the association by monitoring disk access during ECC
encoding and decoding. We protect access efficiently by collaborating TEE with
FTL residing inside the disk, eliminating the need for expensive cryptographic
primitives such as oblivious RAM [39]. Lastly, to prevent the untrusted OS from
corrupting parity symbols, they are integrity verified by the FTL before being
stored and made invisible to the OS after storage.

3) In the unlikely event that corruption cannot be restored locally, redundantly
distributed data from other peers can be retrieved as a last resort.
Contributions. Our contributions are summarized below.

—We have proposed the first self-audit and self-repair design for decentralized
cloud storage. Compared to existing decentralized cloud storage systems, HiDCS
is the first secure decentralized cloud storage system design that relies first on the
existing trusted components within storage peers. A key advantage of our design
is the ability to audit and restore data locally, which significantly reduces the
computation / communication needed to maintain the reliability of outsourced
data over time.

— We are the first to utilize the low-layer flash translation layer to effectively and
efficiently address the outsourcing / generation attacks, a hard problem faced in
the literature of cloud outsourcing.



— We have implemented HiDCS in real-world devices using an Intel SGX and open
source flash controller, and experimentally validated the efficiency of HiDCS.

2 Background

Trusted execution environment (TEE). Many modern processors are equipped
with TEE features such as Intel Software Guard Extensions (SGX [29]) and
Trusted Domain Extensions (TDX [26]), AMD Secure Encrypted Virtualization
(SEV [1]) and its enhancements SEV-ES and SEV-SNP, and Apple Secure En-
clave [5], etc. TEE allows a critical application to run inside a secure memory
area (e.g. an SGX enclave), in which critical data and execution are isolated
at the hardware level. This allows critical execution to be protected even if the
OS is compromised. Hence, the confidentiality and integrity of content and code
are protected from any process outside the TEE. A TEE-enabled application
typically consists of two parts, a trusted application (TApp) running in the se-
cure memory area and an untrusted application (UApp) running on the main
OS. Additionally, there is an interface for UApp to call predefined functions in
TApp (e.g. ECALL in SGX) and, conversely, for TApp to call predefined func-
tions in UApp (e.g. OCALL in SGX). Essentially, TEE also provides remote
attestation to convince a third party that the correct code is actively running
in the TEE. Attestation allows the establishment of a shared key between the
TEE and the third party [29] through a secure key exchange protocol such as
Diffie-Hellman [32]. Using this key, an encrypted communication channel is es-
tablished between the TEE and an attesting third party, by which sensitive data
can be securely transmitted to the enclave. TEE also supports sealing, which
allows encrypting and binding of data (such as keys) to a specific TEE instance.
Flash translation layer (FTL). Unlike traditional hard disk drives, solid-state
drives (SSDs) offer significantly faster disk access. SSDs now account for more
than half [6] of external storage in modern computers, and their usage continues
to grow rapidly. The FTL is a firmware layer built into SSDs to manage the
unique hardware characteristics of flash memory. The storage space on a typical
SSD is segmented into blocks, each of which consists of pages. The read/write
operation of flash memory is performed on pages, while the erase operation is
performed on blocks. Erase operations wear down the associated block, which
becomes unusable when some threshold is met. Therefore, flash memory typically
uses out-of-place updates, instead of in-place ones, to reduce the number of
required erasures. FTL manages this out-of-place update policy by maintaining
mappings between logical addresses and their evolving physical locations. FTL
also implements other functions such as garbage collection and wear leveling.
Garbage collection periodically reclaims the space occupied by obsolete data,
while wear leveling evenly distributes data across the flash to avoid premature
wear. Essentially, we use the FTL in our design because the FTL is isolated from
the OS by the storage hardware, so that even if the OS is compromised, the
FTL can remain intact. This hardware-level isolation ensures the security of the
computation performed in the FTL even if the OS is compromised. Additionally,
the FTL presents only a simple read/write interface to the OS and thus has a



very limited attack surface. Due to its isolated nature, FTL has been explored
for plausibly deniable storage [42,22], malware defense [41,13,66], and secure
deletion [24]. We are the first to incorporate FTL for cloud storage auditing.

Remote data integrity checking. Remote data integrity checking provides an
integrity guarantee of the data outsourced to an untrusted third party. Provable
data possession (PDP) [11,10,35,19] or proofs of retrievability (PoR) [43,57]
can be used to efficiently verify the integrity of outsourced data. The core idea
is to check a subset of data blocks randomly instead of checking the entire large
outsourced data. It has been shown [11, 10] that by checking a small number of
data blocks, the “spot checking” technique can detect data corruptions with an
arbitrarily high probability if the adversary corrupts a certain proportion of the
data. To support integrity checking, outsourced data is viewed as a collection of
blocks and an integrity verification tag will be calculated for each block. Note
that the tag can be constructed in a publicly verifiable [11] manner, so that
any third party can act as an integrity auditor. The tags and data are then
outsourced to the cloud server. This allows an auditor to issue challenges to the
server, requesting proof that a random subset of the data are stored correctly. In
response to this challenge, the server computes a proof based on the challenge,
the data, and the associated tags. The auditor can then check the proof.

Outsourcing attacks and generation attacks. Traditional remote data in-
tegrity checking schemes [11,43] are vulnerable to outsourcing and generation
attacks [14,51]. In both attacks, the adversary attempts to pass an integrity
check without actually possessing the data. In the outsourcing attack, the chal-
lenged storage peer quickly retrieves the data from another peer to produce the
proof, pretending to store the data all along. In the generation attack, the storage
peer claims to store the data, but actually generates the data on demand using
a small program. Both attacks are concerning for data owners, as they convince
them that the data is reliable even when it is not. In particular, the outsourcing
attack moves the data further away from the expected peer, which may take
longer to access and will slow down the system. This may also violate retention
regulations like GDPR which require the data to be stored in certain geograph-
ical locations. Finally, this could increase centralization, as many storage peers
could outsource data to the same server.

Error-correcting code (ECC). An error-correcting code allows repairing er-
rors in a message by encoding it redundantly. An (n, k) ECC, with n > k, takes
a message of k symbols and encodes it into a code word of n symbols. The n — k
symbols that are added to the original message are known as parity symbols.
This encoding is done so that if any k out of the n symbols are intact, the entire
original data can be restored. Thus, it can correct up to any n — k corrupted
symbols. Performing this correction involves running a decoder function over all
the data in the compromised code word. However, a code word is irreparable if
n — k + 1 or more symbols are corrupted. Note that we use a systematic code,
in which the first &k symbols in any code word are the original k£ symbols.
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Fig. 1: Sybtem model.
3 Models and Assumptions

System model. We consider a decentralized cloud storage system that is made
up of numerous storage peers (see Figure 1). The client (data owner) outsources
the data to multiple storage peers, a replica in each peer [31]. Each storage peer
is a computing device (e.g., a laptop, a desktop, a server computer) owned by an
individual or an organization who wants to join the storage network and provide
storage services. The computing device is equipped with a processor, RAM,
as well as an SSD as external storage. The SSD is managed by an FTL which
provides a read/write interface to the OS. The FTL is run on the hardware of the
SSD, which is isolated from the OS. Additionally, the processor is equipped with
a TEE. This TEE can be any of the options available (as mentioned in Section 2,
including SGX, TDX, SEV, Apple Secure Enclave, etc.), enabling a wide range
of various hardware support. We consider a trusted application (TApp) running
in the secure world of TEE which can communicate directly with an untrusted
application (UApp) running within the untrusted OS. The UApp, in turn, can
directly access the read/write interface provided by the SSD.

Adversarial model. The storage peers may misbehave. Entities that manage
peers may be economically motivated [11], discarding a portion of stored data to
save space without the data owner’s awareness (Adversary I). In addition, the
operating system of each storage peer may be compromised and behave incor-
rectly (Adversary IT). This is likely to happen in the context of a decentralized
cloud, given that storage peers are often managed by individuals who may not
adequately secure their devices. For example, the storage peer may be compro-
mised and controlled by a remote hacker or infected by malware that can obtain
root privileges. The adversary has controlled the read/write interface, and can
arbitrarily manipulate the communications between TApp and FTL. The main
adversarial behaviors include: 1) corrupting a large portion of the data stored in
the peer (i.e. a large corruption attack [11,43]); and 2) corrupting a small por-
tion of the data, for example, n — k+ 1 symbols in an ECC code word, rendering
the data irrecoverable (i.e. a small corruption attack [10]); and 3) performing
outsourcing attacks or generation attacks to pass the integrity check without
actually possessing the data [14,51]. Note that: 1) Both Adversary I and Ad-
versary II are computationally bounded. 2) We do not consider DoS attacks.



Therefore, UApp will not refuse to act as a communication proxy between TApp
and FTL or between TApp and remote entities.
Assumptions. We make some assumptions. 1) TEE is secure (i.e., TApp is se-
cure). This is a reasonable assumption for secure applications based on TEE [50,
54]. Although various attacks have been found against TEE, for example, the
Prime + Probe attack [56], the microarchitectural replay attacks [60], the im-
provement of TEE security has been actively taken care of in the literature [36)
and is outside the scope of this work. 2) The FTL is secure. This assumption has
been used broadly in secure FTL applications [41, 13, 64]. The security of FTL is
mainly based on the isolation between the flash memory controller and the host
operating system, as well as the minimal interface provided by the FTL to the
OS. To ensure that each peer runs the trusted FTL, existing SSDs are equipped
with certificates that can authenticate the FTL sources. Upon each boot, a se-
cure boot can be performed in the bootloader so that only the trusted FTL code
can be loaded into memory [27]. 3) The TEE remote attestation mechanism can
always be used by the TApp to initiate secure communication (Sec. 2) with an
external third party, even when malware is present in the host OS.

In addition, we assume the existence of a shared master secret key K between
TApp and FTL (Appendix A discusses the potential key sharing techniques).

4 HIDCS

To ensure the long-term integrity and reliability of the data outsourced to the
decentralized cloud, each storage peer should correctly maintain its own replica.
In HiDCS, this goal is mainly achieved by “local repair”, in which each peer
periodically audits the stored data and, if corruption is found, HiDCS will repair
the corrupted data using the available local resources. To ensure the security of
local repair, we need to mitigate a few attacks, and the corresponding mitigation
strategies are introduced in Sec. 4.1. In the worst case, if the corrupted data
cannot be restored by local repair, the storage peer will collaborate with other
peers, retrieving the redundant data for repair (we call this “distributed repair
7. as described in Sec. 4.2). In this paper, we focus mainly on the local repair
and its design details are further elaborated in Sec. 4.3.

4.1 Secure Local Repair

In HiDCS, TApp will run a periodic audit over the data stored on the local SSD
(i.e. self-audit) and once any corruption is found, it will collaborate with the
FTL for repairing (i.e. self-repair). Any small corruptions that are undetectable
by the auditor will be handled by the ECC computed over the data. Essentially,
the outsourcing / generation attacks, the large corruption attack, as well as the
small corruption attack should be mitigated towards a secure local repair design.
I: Mitigating outsourcing / generation attacks.

Outsourcing and generation attacks are hard to mitigate in typical cloud out-
sources [14]. Conventional remote data integrity checking (RDIC) schemes [11,



43,57,35] only verify data integrity, but cannot bind the data to a certain
peer. Some enhanced RDIC designs take advantage of slow cryptographic op-
erations [20, 14] or verifiable delay functions [37] to impose significant resource
restrictions on the generation of data on the fly. Although this can discourage
the adversary from performing the outsourcing / generation attacks, it will add
a large overhead to the data owner when preprocessing the outsourced data. Our
key observation is that previous works [20, 14, 52, 9] address these attacks in the
upper layer of a storage system, making defenses cumbersome. In contrast, we
combat both attacks from a new perspective, by leveraging the FTL, which is
essentially staying at the lower storage layer. As the FTL is integrated with the
SSD, it is also bound together with the storage peer. Therefore, by collaborat-
ing with FTL, TApp can verify that the challenged data genuinely originate from
the local SSD, rather than from a remote peer (i.e., outsourcing attack) or are
generated on the fly (i.e., the generation attack).

Our self-auditing function works as follows: Periodically, TApp sends a chal-
lenge (with a fresh nonce) to the untrusted OS, asking to check a random subset
of outsourced data stored on SSD. UApp will then issue read requests, retrieving
the challenged data from the SSD, together with the associated verification tags?.
Upon sending the requested data to UApp, FTL will embed the challenged data
using some secret, which can be used to verify that the data actually come from
SSD. Specifically, the FTL will encrypt the challenged data using a secret key
shared with TApp (it is derived from the master secret key K, and the nonce).
TApp will perform a decryption prior to verifying the correctness of the chal-
lenged data. Therefore, if the challenged data are not from SSD, the integrity
check always fails as the adversary does not have the secret key. Note that we
only check a small amount of data each time, and the computation for encryption
is small.

II: Mitigating the large corruption attack.

If a large portion of the outsourced data is corrupted in the local peer, our self-
auditing function will efficiently detect this corruption with high probability [11].
Our next step will be collaborating TApp and FTL to repair this corruption.
To corrupt a portion of the outsourced data, the adversary needs to overwrite
the data at the OS level. Different from the OS, the FTL performs out-of-place
updates (Sec. 2). Therefore, an overwrite performed by the OS will result in new
data being written to a different flash memory location, while the old data are
preserved in their original location. This original location is marked as invalid
by the FTL but will not be reclaimed by garbage collection immediately. Thus,
one may repair large corruptions by extracting the “old data” from the flash
memory. This requires tuning the garbage collection strategy in the FTL so that
“old data” are always available before repairs are made.

HiDCS targets static data; that is, there are infrequent updates on outsourced
data. Therefore, an active garbage collection (GC) strategy becomes unnecessary.

3 To release the client’s burden on generating the integrity verification tags (Sec. 2),
TApp is responsible for generating them. The client can establish a secure communi-
cation channel with the TApp via the attestation, and send the data to TApp.
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ECC, generating n — k parity blocks. For efficiency [49], the (n, k) ECC is com-
puted over each collection of k symbols, which are located at the same row of
the k original data blocks in the chunk.

We instead use a lazy GC strategy guided by self-repair. Specifically, the garbage
collection remains frozen until: 1) a self-repair of large corruptions is completed,
or 2) the disk is filled. For Case 1, a large-corruption repair has already taken
place, ensuring that none of the remaining invalid data is needed. Therefore, GC
can be performed immediately and then frozen again. For Case 2, corruptions
may be present across the entire data and, we can perform a one-time integrity
check. If there are no corrupted data, the GC is performed immediately and
frozen again; otherwise, the corrupted data should be repaired by extracting the
“old data” before the GC can be performed.
III: Mitigating the small corruption attack.
Due to its probabilistic nature (i.e., checking a random subset of data blocks), the
spot checking technique adapted by TApp in the self-audit can only detect large
corruptions reliably. Consequently, if the size of corrupted data is sufficiently
small, spot checking will not detect it, and the corrupted data may eventually be
reclaimed by garbage collection and become irrecoverable locally. To remediate
this, each storage peer can generate parity data locally, enabling recovery of
undetected small corruptions upon retrieval. This is done by applying an (n, k)
ECC to the data [30].

The data symbols for an ECC are typically from a small finite field (e.g.,
a few dozen bits), in order to support efficient arithmetic operations. To be
consistent with the spot-checking technique that performs integrity checking over
data blocks (each is usually a few kilobytes in size), we view each data block
as a collection of symbols. Thus, we partition the original data D, consisting
of |D| blocks, into r = % chunks, each of which is a collection of k& blocks.
We then apply a (n, k) ECC on each block, generating n — k parity blocks (see
Figure 2). Each resulted ECC-coded chunk (a code word) therefore consists of
the k£ data blocks and the n — k parity blocks. Importantly, if the adversary
can learn the “association” between the data symbols and the respective code
word, this design is vulnerable to a small corruption attack. In this attack, the
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adversary simply corrupts (n—k+1) small symbols from the same code word (see
the red-patterned symbols in Figure 2). Such corruptions are tiny, not repairable
via ECC decoding, but hard to detect via spot checking. To mitigate the small
corruption attack, we should hide the “association” between the data symbols
and their corresponding code words, by randomizing [30] the assignment of the k
original data blocks to each ECC-coded chunk via a pseudo-random permutation.
Specifically, we first associate the i-th group of k£ contiguous indices with the
i-th chunk. Then, we perform a pseudo-random permutation of the indices in a
given chunk based on the secret key Kp, and assign the blocks associated with
the new indices to that chunk. For example, if k = 2, the first chunk is assigned
two indices 1 and 2; the permutation provides the mapping 1 — 7,2 — 4, and
we assign blocks 7 and 4 to this chunk instead of blocks 1 and 2. In addition,
HiDCS introduces two unique strategies to mitigate the small corruption attack:

1) To avoid adding large system components along the storage path to the small
TEE, the TApp needs to rely on UApp to access the SSD. In addition, the TEE
usually processes a few ECC-coded chunks instead of the entire data at a time,
as a result of the limited amount of available memory. Therefore, there is an
access pattern leakage attack in which, upon observing disk accesses during en-
coding or decoding, the adversary can determine which blocks belong to the
same code words, compromising the “association”. Our solution is to obfuscate
the disk access during encoding/decoding. Specifically, an obfuscation mode is
introduced and TApp can inform the FTL to temporarily activate this upon en-
coding/decoding. In this mode, before requesting a block at the disk location i, it
will be obfuscated (i.e. permuted) as a disguised disk location j. Thus, UApp can
only observe the request at disk location j, so it performs a read request at this
location. However, the FTL can derive ¢ from j, based on the shared secret key
(by computing the inverse permutation). The FTL will read and return the data
from the actual location ¢, even though UApp requested the data at the location
j. In addition, the adversary might observe the content of the returned data and
identify the actual location i. To prevent this, FTL will encrypt the returned data
using a shared key and send the encrypted data back to the TApp. A concrete
example is shown in Figure 3. In addition, to prevent the UApp from corrupt-
ing data blocks in transit, integrity verification tags should be accompanied and
used to verify data blocks before the TApp uses them for encoding/decoding.

2) The attacker may compromise the “association” if the parity blocks are plainly
accessible [30]. Therefore, we encrypt the parity blocks before committing them
to the SSD via the UApp. In addition, once the parity blocks are committed to the
SSD, we disable the writes over them, leveraging the low-level control of FTL.
This can prevent the adversary from corrupting any parity symbols towards
a successful small corruption attack. Additionally, since no integrity tags are
generated for the parity, we must ensure that the parity blocks are correctly
transferred to the SSD by the UApp (and vice versa). The TApp can compute a
MAC code over the parity blocks. However, this could be expensive for the FTL to
verify. For better efficiency, we rely on checking some “sentinel bits” [43] among
the encrypted parity blocks. If any of the sentinel bits are corrupted, it indicates

11
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Fig. 3: Securely read a data block in the obfuscation mode.

that the parity blocks are corrupted. Specifically, TApp will select a random set
of sentinel bits, determined using a fresh secret key (generated from the master
secret key K and a nonce), and sign the selected sentinel bits. The resulting
signature will be sent to the FTL together with the encrypted parity blocks and
nonce. After having regenerated the secret key (using K and nonce), FTL can
extract the sentinel bits from the encrypted parity blocks and check if they are
correct or not using the signature. If the check is passed, it is very likely that
there are no corruptions among the encrypted parity blocks. The same procedure
is done when sending parity to TEE for decoding.

4.2 Secure Distributed Repair

Our auditor relies on efficient spot checks, which only provide a probabilistic
guarantee. Therefore, there is a very low likelihood that corrupted data is not de-
tected and therefore cannot be repaired timely using the “old data” temporarily
preserved in the flash memory. In addition, this corruption may be large enough
that it exceeds the recovery capability of ECC. For such corner cases (which are
of low probability as analyzed in Appendix C), TApp can initiate communication
with other peers, which store replicas. Note that a replication-based distributed
storage system usually requires an implied assumption that at least one replica is
intact in the system. To avoid retrieving an entire replica, the peer can audit the
entire data locally, identifying corrupted blocks, and retrieving them remotely. A
potential security concern is how the peer ensures that the data blocks that are
being retrieved are correct. To address this concern, TApp can communicate with
the TApp (We call it TApp-1) running in another peer through a secure channel,
established through attestation. The TApp-1 reads the blocks from its local SSD,
verifies them, and sends them to TApp through the secure channel.

Optionally, if the failed peer turns really unreliable (e.g., the audit fails fre-
quently), the client can be involved such that a new storage peer can be found
to store the recovered data.
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4.3 Design Details of Local Repair
Definitions. We define the following variables:

— Block (b;): Each block b; is an ordered collection of pages. A block can be
represented as b; = {po,p1,...,Pm—1}, where m is the number of pages in
block b;. The access of bit [ in a given block is addressed as b;[{] (p[l] to access
bit [ of a given page).

— Data (D): Data D are an ordered collection of blocks, D = {bg,b1,...,bp|-1},
where |D| is the number of blocks in D. Let D = PyU P, U...U P._; be a
partitioning of D, where r is the number of partitions of D. The partitions
correspond to the ECC coded chunks introduced in Sec. 4.1.

— Tags (T'): A set of verification tags for performing audits, where T' = {to, t1,...,t|p|—1}
is an ordered collection of tags. For 0 < j < |D|, the tag t; is associated with
the block b; in D.

— Extended Data (D): D = DU T. Additionally, D = Py U P, U...U P._1,
where P, = P, U T,, and T, is the set of verification tags for the blocks in P,
where a € Z, is the partition number.

— Parity Data ()\,;): This is the parity resulting from encoding a partition P,
through an ECC. Each ), is a set of parity blocks.

— Key Length (x): The length of all keys.

— Shared key (K): The master secret key shared between TApp and FTL, which
is used to generate ephemeral keys.

— Data key (Kp): A key associated with data D. This is stored only in TApp.

— Nonce (N): Typically a randomly generated value, used to generate ephemeral
keys shared between TApp and FTL.

— Counter Variable (v): A counter local to TApp that is incremented each
time it is used. It is for random number generation.

— Arbitrary Constant (d): Represents an arbitrary constant.

We also define 10 functions used in the design: 1) f(; ) is a keyed pseudo-random

function (using the key K), which takes in arbitrary data and produces a random
[-bit output. 2) m k) is a keyed pseudo-random permutation. It is a bijective

function that takes an input of I bits and produces a random output of I bits. 3)
h( k) is a hash function that takes arbitrary data and produces an [-bit output.

This is used to produce signatures and ephemeral key generation. 4) Encg is
an encryption function with key K. 5) Deck is a decryption function with key
K. 6) Audit is an auditing function, taking in some A C D so that each bje A
has its corresponding t; € A. Audit returns 0 or 1 to indicate the integrity of A.
7) Encode is an ECC encoding function that takes a set of blocks and encodes
it (Figure 2). 8) Decode is an ECC decoding function. 9) ¢ is a partitioning
function that takes a block number i and returns its partition number a € Z,
such that 7 + T(104,(1D]), k) (1) mod r. 10) Convert is a function that converts
an ordered set of blocks into a vector ordered by the block number.

Initialization. After the storage peer has received a replica from the client
(through a secure channel established after attestation), TApp runs Algorithm 1
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Algorithm 1 Initialization

Require: D,n,r,d,l,v,k, Ks, Kp
Ensure: s
s+ 1
D + GENTAGS(D)
STOREDATA(D)
{N, K,,Z*} + PARTITIONDATA(n, r,d, v, Ks, Kp)
fora=0tor—1do
Py « GETPARTITION(N, I} € T*, K,)
{5,\%} < ENCODEPARTITION(P;)
{Nu, Ko, My} < GENPARITYPROOF(AZ, 1)
(v,vs) = STOREPARITY (Na, [, A7, h(x i) (Ma))
$ = VERIFYSTORAGE(v, vs)

— =
—_

. return s

Algorithm 2 SelfAudit

Require: d,v, Ks, k,Nseg, 1, C

Ensure: s

{N, K., S} + GENCHALLENGE(d, v, K, k, Nseg, M, C)
A* < INITIATEAUDIT(N, S, K, k)

s < VERIFYAUDIT(S, A", K.)

return s

as follows: TApp first computes the verification tags T using GENTAGS (Ap-
pendix B.1). T will be concatenated with the replica, and both are stored using
STOREDATA (Appendix B.1). To generate parity data which can facilitate small
corruption repair, TApp partitions the data by randomly selecting the blocks in
each of the r partitions (PARTITIONDATA, as elaborated in the Appendix B.1),
then iterates through each partition, retrieving the data while hiding its content
and location from UAPP (GETPARTITION, as elaborated in the Appendix B.1).
The parity for each partition will be calculated by TApp using ENCODEPAR-
TITION (Appendix B.1) and the corresponding sentinels are calculated using
GENPARITYPROOF (Appendix B.1). The parity of each partition will be stored
by the FTL using STOREPARITY (Appendix B.1) and TApp can verify whether
each parity is correctly stored or not using VERIFYSTORAGE (Appendix B.1).
Self-audit. The self-audit uses Algorithm 2. TApp first issues a challenge through
GENCHALLENGE (Appendix B.2) that selects a random subset of blocks among
the replica (together with the corresponding verification tags), verifying their in-
tegrity. The challenge will be passed on to UApp, who will retrieve the correspond-
ing blocks from FTL. The FTL will encrypt the challenged blocks via a shared
ephemeral key K., ensuring that the data come from the FTL (INITIATEAUDIT,
elaborated in Appendix B.2). The TApp then decrypts the challenged blocks and
verifies their correctness by running VERIFYAUDIT (Appendix B.2).
Self-repair. To repair a small corruption, Algorithm 3 is run as follows: TApp
reads the data and parity of that partition and decodes over it. To read the
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Algorithm 3 SmallCorruptionRepair

Require: n,r,d,l,v, k, Ks, Kp, blockNum, |\ |

Ensure: ﬁa

a < g(blockNum)

{N, K,,T"} + PARTITIONDATA(n,7,d,~, K¢, Kp)

Py« GETPARTITION(N, I}, K,)

s < READPARITY(a, |A\}|)

{Na, Ko, Mo} + GENPARITYPROOF(A, 1)

P} < DECODEPARTITION(Na, 7,1, Kp, N, P b 1) (Ma))
P, « Deck, (P})

return Pa

data, GETPARTITION (Appendix B.1) is invoked. Then FTL will read this parity
into memory by invoking READPARITY (Appendix B.3), and when reading the
parity, FTL must assure TApp that it is correct, extracting sentinels by invoking
GENPARITYPROOF (Appendix B.1). The parity and integrity proof is sent to
TApp, which will decode it via DECODEPARTITION (Appendix B.3). After de-
coding, it writes the restored data back. To repair a large corruption, FTL runs
RESTOREMAPPINGS (Appendix B.3) to re-associate the corrupted locations with
the good overwritten data.

5 Security Analysis and Discussion

5.1 Security Analysis

In the following, we show that HiDCS can resist outsourcing / generation attacks,
large corruption attacks, and small corruption attacks.

HiDCS can resist outsourcing / generation attacks. The TApp checks a
random subset of ¢ blocks during each audit. Each block will be encrypted by
the FTL via a unique secret key (K.) of length x. Thus, if UApp can acquire K, it
can successfully pass the audit by performing outsourcing / generation attacks.
However, the adversary does not have access to K.. Therefore, its best strategy
is to randomly guess K. with probability 2% and encrypt the challenged data
(fetching from another peer or being generated on the fly) via this random key.
Upon receiving the ciphertext, TApp will use K. to decrypt it. The probability
that the ciphertext is correctly decrypted will be similar to that of generating
K., which is 2% Therefore, the probability of successfully performing outsourc-
ing/generation attacks via key guessing is no better than 2%, which is negligibly
small when & is sufficiently large.

HiDCS can restore large corruptions. TApp checks a random subset of blocks
periodically. For each audit, the probability of detecting data corruption is at
least Pl =1— (Ijljll)_lt)c [11], where |D| is the total number of blocks in the
data D, t is the number of blocks corrupted by the peer, and ¢ is the number

of blocks challenged. P, ... = 1 — (\l‘)[\)—‘t)c =1-(1-p), where § = ﬁ is
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the proportion of corrupted data. If t << |[D|, 8 — 0, 1 — (1 — 8)¢ — 0. This
explains why spot-checking is hard to detect small corruptions. However, if 3 is
sufficiently large, the probability would be high. For example, if 8 = 0.01, when
checking 1000 blocks, the detection probability will be 0.999957; when checking
2000 blocks, the detection probability is 0.999999998. To incorporate the number

of audits «, we can introduce the more general P, =1—(1— Pl . )%

Once the large corruption is detected (with very high probability as analyzed
before), it can be repaired by extracting the invalidated data preserved in the
raw flash memory. Therefore, HiDCS can guarantee that the large corruption,
once detected, is always recoverable. Very unlikely, the large corruption was not
detected and cannot be repaired locally. HIDCS can manage this rare failure of
local repair by resorting to distributed repair upon data retrieval (more details
are analyzed in Appendix C).

HiDCS can restore small corruptions. The small corruption is repaired by the
(n, k) ECC code computed on the outsourced data, in which the n and k should
be picked so that the small corruption that is undetectable by spot check can be
repaired. The only attack is that the adversary may undermine the correctability
of any ECC code word by corrupting as few as n — k + 1 symbols in the code
word, making the data in the code word irrecoverable. This small corruption is
hard to detect by spot checking and hence cannot be repaired by extracting the
invalid data from the raw flash. HiDCS has made the parity symbols invisible to
the untrusted OS after correctly storing them, and therefore the adversary can
only choose to corrupt n — k + 1 data symbols. This requires the adversary to
associate at least n — k + 1 data symbols with the respective code word, which
is infeasible as analyzed in the following two cases:

Case 1: the adversary tries to associate the n — k + 1 data symbols with its
code word by reading the disk. However, the adversary has access to all the r- k
data blocks on the disk, but can only guess a correct association without having
access to the secret key Kp. To achieve correct guessing, the adversary must
find n— k41 blocks in a given chunk (see Figure 2). The probability of a correct

n k

guess, given the 7 trials, will be Pyyess =1 — H (1 — :k ("_kﬂ) ) . For
j=1 (n—k-l—l) -(-1
example, when n = 1,n = 140,k = 128,r = 5, the probability is 3.85 - 1072,
A larger r will decrease the probability. Changing 1 to a much larger number,
for example, 1,000,000, the probability is still as small as 3.85 - 1076, Keeping
n as 1,000,000, when r = 20, which is slightly larger, Pgyess Will be significantly
decreased to 5.24 - 10714, Clearly, this probability is negligible when r and k are
sufficiently large, even with a large 7.

Case 2: the adversary tries to associate n —k+1 data symbols with a code word
by observing the TApp disk access requests upon encoding/decoding. As noted
above, HiDCS obfuscates the disk addresses when reading the data blocks, and
the data blocks are encrypted in transit by FTL. This essentially means that the
adversary does not gain any additional advantage in figuring out the association
compared to observing random disk access over random content.
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5.2 Discussion

About the threshold that separates large and small corruptions. The
idea behind this separation is that small corruption has a low probability of
being detected by spot checking. Naturally, this threshold will determine the
ECC parameters and depend on the self-auditing parameters. For example, when
Ploiooi > 0.999999998, solving for 8 when ¢ = 2000 gives approximately 1%
corruption. The threshold separating small and large corruption for this case
can be 1% corruption. Thus, k and n should be selected to accommodate at
least 1% redundancy, although a higher redundancy provides a safer margin.
Deploying HiDCS in real world. HiDCS requires modifying the FTL firmware.
This implies that SSD manufacturers need to incorporate HiDCS during manu-
facturing or include provisions for a user to easily modify the FTL. For legacy
SSDs that do not allow re-flashing of FTL firmware, this could be an obstacle to
deploy HiDCS. However, this would not be a problem for open-channel SSDs [15].
Extending HiDCS to other coding methods. HiDCS has been uniquely de-
signed for a replication-based storage system. In the cloud setting, data can be
stored redundantly using other coding methods such as erasure coding [16, 18]
and network coding [21,23]. The self-audit and self-repair design for decentral-
ized cloud storage based on other coding methods is currently unavailable and
will be explored in our future work.

6 Implementation and Evaluation

A comparison of the theoretical performance of HiDCS with the other decentral-
ized cloud storage systems is shown in Appendix D, which shows that HiDCS
can achieve the best performance in both the audit and repair processes. The
expense of HiDCS arises mainly from the additional computational overhead re-
quired for each peer to perform self-audit and self-repair. We thus implement [4]
both functions in real-world computing devices and experimentally assess the
respective computational overhead imposed on the local peer.

Experimental setup. We used a Lenovo Yoga C940 laptop (with Intel Core
i7-1065G7 1.3 GHz and 12GB LPDDR4 3733 MHz RAM) with SGX enabled
as host computer. Additionally, we used an LPC-H3131 [47] development board
(with 180 MHz ARM microcontroller, 32 MB SDRAM, and 512MB SLC NAND
flash) as a flash storage device. We ported an open-source NAND flash manager
OpenNFM [25] to LPC-H3131. The testbed requires the LPC-H3131 to be at-
tached to a virtual machine (VM) running on the host computer via a USB2.0
interface to run correctly. We allocated 3 CPU cores and 2GB memory to a
Ubuntu VM hosted on VirtualBox [7]. We implemented TApp which runs in an
SGX enclave. FTL was implemented by modifying OpenNFM. Communications
between the TApp and the FTL need to go through the UApp running in the un-
trusted OS. The cryptographic primitives were instantiated as follows: f; x was
instantiated using HMAC SHA-256; m; - was instantiated using a Feistel cipher
with AES-128 as its round function; h; x was instantiated using HMAC SHA-1;

17



Procedure GENTAGS|GENCHALLENGE|VERIFY AUDIT
Throughput (MiB/s)| 14.84 163.07 4.92
Table 1: Throughput of TApp procedures (audit).

Procedure STOREDATA |INITIATEAUDIT
Throughput (KiB/s)| 1611.79 125.99
Table 2: Throughput of FTL procedures (audit).

Enc and Dec relied on AES-128 with ECB mode. For Audit, we used the con-
struction for private verification in Compact PoR [57]. For Encode and Decode,
we used Reed-Solomon coding, with a 2'¢ element finite field (16 bit symbols).
Audit. In both FTL and TApp, we measured the computation required in the pro-
cedures relevant to preparing and performing the self-audit. We observed that
the computational time is mostly linear with the data size. Therefore, we pro-
vide the throughput results that are summarized in Tables 1 and 2. For the FTL,
we have the following observations: 1) There is little performance degradation
in STOREDATA compared to regular write operations over LPC-H3131. This is
because this procedure does not involve unique extra operations for HiDCS. 2)
The throughput of the INITIATEAUDIT procedure is a bit low due to the involve-
ment of encryption over the challenged data. Such operations are particularly
expensive for low-power embedded systems equipped with limited computational
resources. For TApp, we observe that the most intensive procedure, VERIFYAU-
DIT is the slowest. This is because Audit consists of multiple expensive crypto
operations, including decryption. This also implies the need to perform spot
checks, as checking the entire data would be very expensive. Conversely, both
the GENTAGS and GENCHALLENGE procedures have high throughput.
Repair. We also measured the throughput of the procedures relevant to re-
pair in both FTL and TApp. Similarly, the computational time is mostly linear
with the data size. Thus, we provide the throughput results that are summa-
rized in Tables 3 and 4. For the FTL, we have the following observations: 1)
As the “old data” are still preserved in the flash memory and, by restoring
the small mappings, the large corruption can be repaired. The throughput of
RESTOREMAPPINGS is 1722 KiB/s, which means that the repair rate of large
corruptions can be as fast as 834.7MiB/s. 2) GETPARTITION is the slowest FTL
procedure, due to the expense of both permuting the address and encrypting the
data in the low-power embedded system. For TApp, both PARTITIONDATA and
GENPARITYPROOF procedures can be performed efficiently.

Performance impact on the SSD. As HiDCS needs to modify the FTL
firmware, we also evaluated how our modifications would affect the through-
put of regular SSDs. We used the fio benchmarking tool [3] to run multiple
access patterns, including sequential read (SR), random read (RR), sequential

Procedure PARTITIONDATA|GENPARITYPROOF
Throughput (MiB/s) 23.03 881.23
Table 3: Throughput for TApp procedures (repair).
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Procedure GETPARTITION|STOREPARITY |RESTOREMAPPINGS
Throughput (KiB/s) 86.94 1087.61 1724.24
Table 4: Throughput of FTL procedures (repair).

RW RR SW SR

OpenNFM (KiB/s)|1648.13]2022.28(2099.41(2807.98
HIDCS (KiB/s) |1649.51|2012.46[2096.00(2785.08

Table 5: HiDCS vs. original OpenNFM in throughput.

write (SW), and random write (RW), respectively, for the LPC-H3131 using FTL
in HiDCS and the original OpenNFM. The benchmark results are summarized in
Table 5. The results indicate that HiDCS has negligible impact on SSD perfor-
mance. This is because: 1) The self-auditing function is activated periodically,
which will not affect the regular I/Os most of the time. 2) The self-repair is
a rarely happening event, e.g., encoding is only activated upon pre-processing
the data, repairing the large corruptions is performed only when the integrity
auditing finds out corruptions, and the decoding happens upon data retrieval.
Additionally, after the data are marked to be reclaimed by garbage collection,
data reclamation is mostly asynchronous, so it will not significantly impact the
throughput rates measured.

Impact on the SSD’s wear leveling effectiveness. The durability of flash
memory is influenced by the effectiveness of its wear leveling mechanism. There-
fore, we also evaluated how HiDCS can affect the effectiveness of wear leveling,
using the Hoover economic wealth inequality indicator. The indicator calculates
a normalized total of the differences between each measurement and the mean.
For N erase blocks with erase counts ey, es,...,en, the wear leveling inequal-
ity (WLI) [53] can be computed as %Zf\;‘ & — ||, where E = Zfil ei. A
lower WLI indicates better wear leveling effectiveness. To measure this value,
we continuously wrote data to LPC-H3131 and erased the device once filled. We
repeated such a process until the total amount of data being written reached
20 GB. Under different wear leveling thresholds 10 and 20, we obtained a WLI
value of 3.627% and 3.654%, respectively. Such low WLI values indicate that
HiDCS has effective wear leveling. Furthermore, the WLI value decreases when
the wear leveling threshold decreases, as a lower wear leveling threshold triggers
wear leveling more frequently, resulting in more evenly distributed erasures.

7 Related Work

TEE-based cloud auditing. There are some cloud auditing designs [65,40]
that use trusted hardware to build the auditor. However, they do not address
the outsourcing/generation attacks, and hence are not secure. In addition, they
do not support local repair, which is a key contribution of HiDCS. Some other
designs [68, 28] incorporate TEE for cloud integrity check. However, in their
designs, the prover, not the auditor, uses TEE. Consequently, these are not self-
auditing designs. In addition, they do not support local repair. All these schemes
cannot ensure data reliability as data repair is not involved.
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Decentralized cloud storage systems. Several existing decentralized cloud
storage systems can ensure the reliability of outsourced data. Filecoin [51] is a
blockchain-based decentralized storage network that integrates with the Inter-
Planetary File System to create an incentivization layer. They introduce out-
sourcing/generation attacks [14] and a method to prevent them by using expen-
sive cryptographic operations to make the dishonest outsourcing peer noticeably
(i.e. 10-100x) slower than an honest one upon responding to an audit challenge.
Storj [61] aims to provide a general purpose, inexpensive and reliable decentral-
ized cloud storage system. They provide auditing and relocation mechanisms by
relying on a centralized third party, known as a satellite, to periodically check
data integrity and to perform relocation using distributed redundancy to relocate
any corrupted data. Sia [63] is a general purpose blockchain-based decentralized
storage network which is heavily based on smart contracts where storage proofs
are required periodically to fulfill the contract terms. There are no required
repair mechanisms, but the client can enable relocation by distributing redun-
dancy among multiple peers. Koppercoin [44] integrated the blockchain into a
peer-to-peer file storage system, replacing the Bitcoin proof of work with a new
proof of retrievability. Blockstore [55] again uses blockchain to establish storage
agreements between clients and storage peers. Blockstore is unique in that it
does not provide explicit mechanisms for automated auditing. Audita [38] re-
lies on a dealer node to break up the data stored by the client and send it to
many different peers. Additionally, periodic storage proofs are submitted to the
blockchain, and they aim for a PoW free solution which is fair, in that each data
portion is equally likely to be audited regularly. Ziis [12] is another blockchain-
based decentralized cloud storage network that allows smart contracts that are
tied to periodic conditional audits. In addition, they select a subset of the nodes
that are paid to verify the audits. However, Ziis ultimately relies on consensus
to validate the verification results, and so still relies on the entire network for
each audit. Du et al. [34] have designed a zero-knowledge auditing scheme with
an on-chain check mechanism, with the aim of addressing the free-riding issue.

8 Conclusion

We have proposed HiDCS, an integrity-assured decentralized cloud storage sys-
tem. Using the trusted components TEE and FTL, HiDCS has successfully de-
veloped two novel functions, namely self-audit and self-repair. HiDCS conforms
to the notion of storage outsourcing by releasing the data owner’s burden on
both data storage and management. In addition, it requires minimal computa-
tion/communication in both data auditing and repairing, by fully utilizing the
available resources locally in the storage peers. Security analysis and performance
evaluation have demonstrated its security and effectiveness.
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A Key Sharing between TApp and FTL

A naive solution towards sharing K between TApp and FTL would be to run the
Diffie-Hellman [32] key exchange protocol between them. However, this suffers
from a man-in-the-middle attack where UApp pretends to be TApp or FTL. The
station-to-station protocol [33] allows TApp / FTL to authenticate key exchange
messages, mitigating the man-in-the-middle attack. Specifically for our scenario,
it is sufficient for TApp to authenticate FTL. This is because TApp controls the key
exchange process and when detecting a failure, it can restart the process (upon
continuous failure, the peer will simply fail to register, as the key exchange is the
first step in initializing the peer). To allow the TApp to authenticate the FTL via
the station-to-station protocol, the FTL must be equipped with a key pair and
associated digital certificate. The certificate is essentially a signature of the public
key provided by a trusted entity, typically known as the certificate authority (CA).
The most natural choice for the CA is the SSD manufacturer. This choice ensures
that the CA has physical access to the FTL. Therefore, after the FTL generates a
key pair, the CA can embed the certificate in the SSD. Existing practices of secure
boot and code signing in SSDs [27, 48] suggest that this already occurs. When
the TApp needs to authenticate a key exchange message from the FTL, the TApp
can establish a secure channel with CA (via attestation) to retrieve its public key,
which is used to authenticate the certificate and, through station-to-station, the
key exchange itself.

B Detailed Procedures for Section 4.3

B.1 Procedures Needed for Algorithm 1

The procedures GENTAGS, PARTITIONDATA, ENCODEPARTITION, GENPARI-
TYPROOF and VERIFYSTORAGE are run by TApp which are elaborated as follows:

1. GeENTaGS(D) — D

This computes the set of tags T for the given data D, each tag for a data

block. Tag generation algorithms such as the privately verifiable compact PoR

[57] and PDP [11] can be used here. After generating T, TApp concatenates

it to D, forming D.

2. PARTITIONDATA(n, 7, d, v, K5, Kp) = {N, K,,T*}

a) First, TApp generates Z = {Iy, I1,...,I,_1} such that VI, € Z, I, = {i €
Zp) | g9(i) = a}. Bach I, describes a P, C D where each number in I,
is the index of a data block and its tag in D. Using g randomizes the
partitioning with Kp.
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Algorithm 4 ExtractSentinels

Require: A\, [, N,, K,

Ensure: M,

s Mo+ {}

: for each block b; in A} do

for each page p; in b; do
R F gy (2L 10,y (Na)
Assume R = {7"07 T1yeeny T‘lfl}
m; « {0,1}
for k=0tol—1do

m;[k] < pilk * |pl—” + 7]

Append m; to M,

H
4

: return M,

b) Next, TApp generates a nonce N = f(, 4y(7) and a permutation key K, =
h(x,k,)(N), and generates T* = {15, I3, ..., I7_; } such that VI € 7%, I; =
{7 og, (n),K,)(2) | © € I,}. This permutes the association between indices
and partition using K, ensuring that FTL can discover what blocks belong
to the same partitions when given Z*, while UApp cannot.
3. ENCODEPARTITION(P?, K,) — {v, \}

Compute P, = Deck, (P;). Then an integrity check is performed on P, by
setting v = Audit(P,). TApp then extracts P, from P, by discarding the tags.
Next, it computes the parity A, = Encode(Convert(P,)), and encrypts it,
producing A\¥ = Encg, (A,). This is encrypted so that UApp cannot reverse
engineer the association between data and partition.

4. GENPARITYPROOF(A:, 1) — {N,, Ko, My}

a) The goal is to extract the sentinels M, from \*, where M, = {mg, my,...,ms_1}.
Each m; = {0,1}!. [ is a security parameter that indicates the number of
bits in each page of A} to be extracted.

b) A nonce N, = f(x.4)(7) and a partition key Ko = h(. x,)(Na) are gener-
ated. The Algorithm 4 is run with the inputs A\, I, N,, and K, to obtain
M,.

5. VERIFYSTORAGE(v, h(, k,)(v)) = {0,1}
Compute h, x,)(v) and compare it with the received signature. If they are
identical, return 1. Otherwise, return 0.

The procedures STOREDATA, GETPARTITION and STOREPARITY are run by
Uapp and FTL, which are elaborated as follows:

1. STOREDATA(D) )
Here, UApp simply writes D to FTL, storing the data and its associated tags.
2. GETPARTITION(N, [*, K) — P*

stas

First, FTL generates the permutation key K, = h(, k,)(N). Next, I, =
{W(Ic}gQ(n%Kp)(i*) | i* e I} is comput?d. Retrieve .? ={bj e D|je
I,}u{t; € T | j € I}, then return, P; = Encg,(F,). This is encrypted
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by FTL so that the association between the partition and its data cannot be
known by UApp.

3. STOREPARITY (N, I, AL, hy i, (M) — (v, vs)
First generate Ko = h(. k,)(Na). Extract M, from A} using Algorithm 4,
then calculate hy g, (M]) and compare it to the received signature. If they
are mismatched, set v = 0 and return. Otherwise, v = 1 and the writes are
disabled on A}. Return (v, h(. x,)(v)).

B.2 Procedures Needed for Algorithm 2

The procedures GENCHALLENGE and VERIFYAUDIT are run by the TApp, which
are defined as follows:

1. GENCHALLENGE(d, v, K, k,n,q) = {N, K., S}
Generates a challenge for the audit, consisting of a nonce N = f(, 4y(7), used
to generate a challenge key K. = h, x,)(N), and the indices of the challenged
blocks. These indices are S = {7(1g, (n),k.)(Z) | T € Zc}.

2. VERIFYAUDIT(S, A*, K.) — {0,1}
TApp first decrypts A*, computing A = Deck (A*). Next, TApp computes
Audit(A) and returns the result.

The procedure INITIATEAUDIT is run by UApp and FTL, which is defined as
follows:

1. INITIATEAUDIT(N, S, K, k) — A*
First, FTL generates the challenge key K. = h( x_)(IV). Next, FTL collects
A={bjeD|jeStU{t; €T |jec S} and returns A* = Encg, (A).

B.3 Procedures Needed for Algorithm 3
The procedure DECODEPARTITION is run by TApp which is defined as follows:

1. DECODEPARTITION(Ng, 7,1, Kp, Xs, PE b i) (M), ) — P
Generate K, = h(. i,)(Na). Extract M/ from A} using Algorithm 4. Com-
pute h. k,)(M,) and compare with the received signature. Compute A\, =

Deck,, (A%) and P, = Deck, (P*). Then, repair any corruptions by computing

P, = Decode(Convert(P,)||Convert(),)). Next, return P* = Encg, (P,).

The procedures READPARITY and RESTOREMAPPINGS are run by FTL and
UApp during repair, which are defined as follows:

1. READPARITY(a, |A]) — AX
Read the encrypted parity data associated with the a-th partition. Its location
is known by TApp, and it has length |\%].

2. RESTOREMAPPINGS(N) — {0,1}
Restores the back-up mappings in FTL. This restores corrupted data in the
event of a large corruption. FTL writes the backup mappings to the current
mapping table.
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C Robustness Analysis

By robustness, we mean the ability of HiDCS to restore from the worst case of
any sized random corruption attack. Robustness in our context ensures that with
appropriate parameters, the probability of irreparable data loss is minimized to
an acceptably low threshold in the local peer.

We consider the worst case of a random [S-proportion corruption of the data
D. The best strategy for attackers to perform a small corruption is that the
corruptions occur at the same respective location of each block (see Figure 2).
Based on this worst case, we can calculate the probability Pireparable that at
least one code word C has at least n — k 4+ 1 corrupted symbols based on {3,
n, and k. This is given as Pireparable = 1 — (1 — Pc)%, where the probability
that a particular code word C' has at least n — k + 1 corrupted Syr‘n’t‘)ols Po is

k k D|—n
given by the cumulative hypergeometric probability as Z (J)(B'W
j=n—k+1 (,B-\D\)

Note that we use k as the summation bounds rather than n, as only the k£ data
blocks can be corrupted in our design. Using this, we define the probability that
the corruption is either directly repairable via decoding or detectable via spot
checking.

[57).

Prcpair =1- (]- - Pgetect) . Pirrcparablc (1)

For example, for a = 1, 8 = 0.02, ¢ = 400, |D| = 100,000, n = 140,
and k = 128, Prepair = 0.999999992. The probability of local repair failure is
1 — Piepair, which is 8 - 1079,

D Comparing HiDCS with Other Decentralized Cloud
Storage Systems

We compare HiDCS with the other decentralized cloud storage systems in Ta-
bles 6 and 7. CTP-free means free of Centralized Third Parties, that is, no cen-
tralized third party is involved in the operations. SSC' means Server-Side Com-
putation; that is, all operations (other than setup) take place on the servers. For
the audit process (Table 6), only HiDCS and Filecoin can be free of centralized
third parties, allowing server-side computation and resistance against outsourc-
ing / generation attacks. However, Filecoin’s computation / communication in
the auditing is linear to the number of miners, while HiDCS remains constant
in computation and zero in communication. For the repair process (Table 7),
only HiDCS can support local repair, which results in zero communication of
high probability. All other schemes require a linear communication to the size
of repaired data. In summary, HiDCS achieves the best performance among the
designs of decentralized storage systems in both audit and repair processes due
to the introduction of hardware-assisted self-audit and self-repair.
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Outsourcing/Generation

System CTP-Free SSC Attacks Prevention Computation Communication
Filecoin [51] Yes Yes Yes O(s) O(s)

Storj [61] No Yes No 0(1) 0(1)

Sia [63] Yes Yes No 0O(s) 0O(s)
Koppercoin [44] Yes Yes No O(s) O(s)
Blockstore [55] No No No 0(1) 0(1)
Audita [38] Yes Yes Partial O(s) O(s)

Zis [12] Yes Yes Partial O(s) 0O(s)

Du et al. [34] Yes Yes Partial O(s) O(s)
HiDCS Yes Yes Yes 0(1) 0

Table 6: A comparison of auditing in different decentralized cloud systems. s is
the number of miners which need to communicate.

System CTP-Free SSC Local Repair Distributed Repair Communication
Filecoin [51] Yes No No Relocation O(n)

Storj [61] No Yes No Relocation O(n)

Sia [63] Yes No No Relocation O(n)
Koppercoin [44] Yes No No Relocation O(n)
Blockstore [55] Yes No No Relocation O(n)

Audita [38] Yes No No Relocation O(n)

Zis [12] Yes No No Relocation O(n)

Du et al. [34] Yes No No Relocation O(n)

) Local Repair 0 (with probability Prepair)

HIDCS Yos o Yes o Ves {Rclocation O(n) (with probability 1 - Prepai)

Table 7: A comparison of repairing in different decentralized cloud storage sys-
tems. Prepair is close to 1 as analyzed in Appendix C, and therefore, 1 — Picpair
is close to 0. n is the size of the data being repaired. All the schemes have a
computation linear to the size of the repaired data.
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