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About Me

• Assistant Professor in Department of Computer Science

• Director of Security and Privacy (SnP) lab



All Starts from Malware and Hacks
• On November 2, 1988,  a graduate student at Cornell 

University, Robert Morris, unleashed what became known as 
the Morris worm 
• Morris worm disrupted a large number of computers then on the 

Internet, guessed at the time to be one tenth of all those connected

• Malware and Hacks are here and there today



How to Combat Malware and Hacks?

• The answer is cybersecurity

• Make sure our systems and networks are protected
• Any intruders can be detected, identified, and blocked

• Make sure the software we build is free of vulnerabilities
• The attackers cannot exploit the vulnerabilities to intrude into our systems and networks

• Make sure our data are protected
• Not disclosed to unauthorized parties
• Not modified by unauthorized parties
• Always available for use
• Always recoverable



Outline

• Recent cybersecurity instances
• What is cybersecurity
• Why learning cybersecurity
• How to learn cybersecurity in MTU



Recent Cybersecurity Instances



2018 Data Breaches and Hacks
Facebook - Cambridge Analytica data scandal: 87 million user 

profiles were disclosed

• Various political organizations used information from 
Cambridge Analytica to attempt to influence public opinion: 
• 2015 and 2016 campaigns of United States politicians Donald Trump 

and Ted Cruz

• 2016 Brexit (British exit from the European Union) vote 

• 2018 Mexican general election, 2018 for Institutional Revolutionary 
Party

• Successors: a company run by former officials at Cambridge 
Analytica, Data Propria, has been quietly working for 
President Donald Trump’s 2020 re-election effort



2018 Data Breaches and Hacks (cont.)
Under Armour: a data breach of 150 million accounts, 
with compromised data consisting of user names, the 

users’ e-mail addresses and hashed passwords

Intel x86 microprocessors hardware vulnerabilities 
Meltdown and Spectre

User space
(attacker)

Kernel space
(victim)

Meltdown
App 1
(attacker) Spectre

App 2
(victim)



More Data Breaches in 2018

• Saks Fifth Avenue / Lord & Taylor, 5 million credit card holders 
compromised

• British Airways, a data theft of about 380,000 customer records

• US Centres for Medicare & Medicaid Services (CMS), a data breach 
that exposed files of 75,000 individuals

• SingHealth, 1.5 million personal data compromised

• …



2017 Data Breach and Hacks
Paradise Papers: 13.4 million confidential electronic documents relating 

to offshore investments that were leaked 
• 1.4TB in size, contains the names of more than 120,000 people and companies

• Pepple: Prince Charles and Queen Elizabeth II, President of Colombia Juan 
Manuel Santos, and U.S. Secretary of Commerce Wilbur Ross, etc

• Companies: Facebook, Twitter, Apple, Disney, Uber, Nike, Walmart, Allianz, 
Siemens, McDonald's, and Yahoo! own offshore companies

• Apple, Nike, and Facebook avoided billions of dollars in tax using offshore companies

• Panama papers in 2016



2017 Data Breach and Hacks (cont.)
WannaCry Ransomware Attacks

• Encrypt data in a victim computer, and demand 
a payment of around $300 USD in bitcoin 
within three days, or $600 USD within seven 
days

• A total of 327 payments totaling $130,634.77 
USD (51.62396539 XBT) had been transferred 
after the attack had subsided

• Estimated to have affected more than 200,000 
computers across 150 countries, with total 
damages ranging from hundreds of millions to 
billions of dollars



2017 Data Breach and Hacks (cont.)
Equifax: 145,500,000 consumer records were 

leaked, the largest known data breach in history at 
the time

• In October 2017, the cities of Chicago and San 
Francisco and the Commonwealth of 
Massachusetts have filed enforcement actions 
against Equifax





What is Cybersecurity?

Security 101



The Definition of Security

• Security: freedom from, or resilience against, potential harm (or other 
unwanted coercive change) from external forces (wikipedia)
• Cybersecurity: the protection of computer systems from theft or 

damage to their hardware, software or electronic data, as well as 
from disruption or misdirection of the services they provide

cybersecurity



Cybersecurity Objectives: CIA
Main security objectives:
• Confidentiality: unauthorized users cannot read information
• Integrity: unauthorized users cannot alter information
• Availability: authorized users can always access information

Other security objectives:
• Authentication and identification
• Access control
• Non-repudiation: users cannot deny actions
• Privacy
• Anonymity
• ...



Confidentiality
• The concealment of information or resources

• Information is not made available or disclosed to unauthorized individuals, entities, or 
processes

• E.g., your bank accounts, private photos, etc

• How to achieve confidentiality? Encrypt the data using a secret key, and only the 
authorized entities can obtain the secret key to decrypt the data
• AES
• DES, 3DES



Integrity
• Maintaining and assuring the accuracy and completeness of data over its entire 

lifecycle
• Data cannot be modified in an unauthorized or undetected manner

• E.g., your emails, your electronic homework

Alice Bob

Ave



Do to Ensure Integrity?
• Generate digest and perform integrity checking

Alice
Bob

digest (SHA1, 
SHA2)

Ave



Availability

• For any information system to serve its purpose, the service/ information
must be available when it is needed
• This means the computing systems used to store and process the information, the 

security controls used to protect it, and the communication channels used to access it 
must be functioning correctly

• High availability systems aim to remain available at all times
• Preventing service disruptions due to power outages, hardware failures, and system 

upgrades
• Preventing denial-of-service attacks, such as a flood of incoming messages to the target 

system, essentially forcing it to shut down



Authentication
• Authentication in physical world: are you really who you claim?
• Confirm the identity of a person by validating his/her identity document (e.g., driver 

license, passport, student ID card)

• Authentication in computers:
• Confirm whether a person is the owner of a smartphone
• Confirm whether a person is a user of online banking
• Confirm whether a website is authentic
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How to Do Authentication?
• Four general means for authenticating user's identity
• Something the individual knows

• Passwords

• Something the individual possesses, a token
• Memory card, smart card

• Something the individual is
• Fingerprint, iris, retina, face

• Something the individual does (behavior pattern)
• Typing rhythm, gait, and voice
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How to Do Authentication (cont.)?

• Multi-factor authentication (MFA)



Access Control
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• Access control in physical world: the selective restriction of access to a place. It is a matter of 
who, where, and when.
– Historically, this was partially accomplished through mechanical keys and locks

• Access control in computers: the selective restriction of access to computing resources (who, 
what, and how)
– Who: users, programs, processes, etc.

– What: computing resources like files, memory, I/O ports, etc.

– How: how the computing resources can be “touched”



How to Do Access Control?

• Encrypting the protected computing resources using secret keys, and 
only disclose keys to those who are authorized

• The access control is enforced by systems (operating systems, 
database management systems, etc.) following permissions



Why Learning Cybersecurity?



Great Job Market
• There will be 3.5 million unfilled cybersecurity positions by 2021
• According to Cybersecurity Jobs Report, sponsored by Herjavec Group

• The rate of growth for jobs in information security is projected at 37%
from 2012 to 2022
• According to the Bureau of Labor Statistics
• Much faster than the average for all other occupations



Protect Your Own Asset
• Reduce the possibility of exposure to potential hacks
• Malicious code is here and there (malicious java scripts, applets, etc)
• Make sure you trust the web sites before you go there

• www.google.com is fine, but www.go0gle.com may not
• Do you want to click the link www.facebook.net, or www.b-of-America.co.cc



Protect Your Own Asset (cont.)
• Reduce the possibility of exposure to potential hacks

• Be careful of phishing emails



Security Technology Is Money Sometimes
Bitcoin price



How to Learn Cybersecurity in MTU?



Security Courses in MTU

• CS 4471 - Computer Security
• CS 4740 - Development of Trusted Software
• MA 3203 - Cryptography
• EE 4723 - Network Security
• SAT 3812 - Cybersecurity I  
• SAT 4812 - Cybersecurity II



Other Resources for Cybersecurity Learning 
• NCL/CTF cybersecurity competition team @CS

• https://snp.cs.mtu.edu/education/#competition
• Alex Larkin (junior student) ranked 36th out of 3,350 participants in NCL Spring 2018 

regular season

• Cyber security reading group @CS
• https://snp.cs.mtu.edu/education/#rg
• A forum consists of both graduate and undergraduate students. Students sit together 

biweekly to present and discuss the most recent security instances/research

• Security and Privacy (SnP) Lab @CS
• https://snp.cs.mtu.edu/
• Conduct research on data security, network security, web security, blockchain, etc. 

https://snp.cs.mtu.edu/education/
https://snp.cs.mtu.edu/education/
https://snp.cs.mtu.edu/


Faculty Members in MTU Working on Cybersecurity




