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About Me

I am also the founding director of MTU Security and Privacy (SnP) Lab.



Security and Privacy (SnP) Lab

For research, we aim to 
tackle cutting-edge data
security and privacy 
problems, protecting safety 
and assets of people from 
malicious attacks

For education, we are 
enthusiastic about 
broadcasting data security 
knowledge among graduate 
and undergraduate 
students 

MTU SnP lab was established in 2018



Cloud Computing 
Security

Embedded System / 
IoT Security

Network Security CPS/Smart Vehicle Security

Our Research on Cybersecurity



Our Education and Outreach on Cybersecurity
● We have been actively involved undergraduate and graduate students in various cybersecurity 

competitions, including National Cyber League (NCL) cyber competition, various CTFs in Grrcon, DEF CON.

● We have great achievements in the NCL cybersecurity competition.

○ Fall 2025: For the individual game, we had one student ranked 11th out of 620 participants in the 

experienced students bracket. For the team game, we had one team ranked 15th out of 454 teams in 

the experienced students bracket.

○ Fall 2024: We had 1 student ranked 5th out of 8483 Individual Players. For the team game, we had 

one team ranked 44th out of 4893 teams across the US.

Michigan Governor Whitmer sent Dr. Bo 
Chen a recognition letter for our NCL 
achievements



Our Education and Outreach on Cybersecurity (cont.)
● We have been running cybersecurity summer workshop for high-school students by collaborating with 

MTU Summer Youth Programs since 2021.

● We teach high-school students how to program low-layer flash memory firmware and embedded systems 

to integrate security properties.



Our Education and Outreach on Cybersecurity (cont.)
● We held a robot car hackathon in Fall 2025 .

● We also ran an AI security hackathon for high-school students during Summer 2026. 



Discussion (1) 

● What cybersecurity issues do you care in your daily life?



Cybersecurity Fundamentals - CIA

● Confidentiality 

○ How to achieve confidentiality?

● Data Integrity 

○ How to ensure data integrity?

● Data Availability 

○ How to ensure data availability?



Cybersecurity Fundamentals - Authentication 

● Authentication in physical world: are you really who you claim?

● Authentication in computers: the user who accesses to the resources is some one 

desired, rather than an unknown intruder/hacker. But how?



Cybersecurity Fundamentals - Access Control 

• Access control in physical world: the selective restriction of access to a place. 

● Access control in computers: the selective restriction of access to computing resources.

○ What files the user can read or write in the computer.

○ What apps/processes the user can run.

○ What data the user can have access to.



Discussion (2) 

● Robots are here and there. Did you operate a robot before? What cybersecurity issues 

may be present in robots? 



Discussion (3) 

● Robots today are increasingly powered by artificial intelligence (AI), particularly the 

generative AI recently. 

○ An LLM (Large Language Model) is a type of generative AI, specifically one focused primarily 

on understanding and generating language.

● Did you use any LLM tools such as ChatGPT? What cybersecurity issues may be present 

for LLMs?



LLM Security
● Prompt injection attack (instructions are embedded inside content that the model was 

supposed to treat only as data)

● Jailbreaking attack (make an LLM ignore its safety rules or system instructions and produce 

content it normally should refuse.)

● Overthinking attack



LLM/Robotics Security – A Demo

● We have integrated LLMs with our robot car testbed in the SnP lab.

○ The integrative testbed was used in the 2026 MTU LLM security hackathon, held in June 30, 

2026. 

○ The students can hack the LLMs (hence the robot car) via a web portal.

● My PhD student Amirmehdi Moghadamfarid will show you this demo.
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Q &A
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